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In this Issue
Whenengineerstalk aboutmillimeter
waves,they'rereferringto electromagneticenergyin the freguencyrangeof 26 to 300 gigahertz,moreor
less.Althoughthis regionof the electrorhagnetic
spectrumis beginning
to
be usedfor high-speed
communications,
high-resolution
radar,guidance
systems,andradioastronomy,
circuitelementssuchastransistorsareavailableonlyfor the low endof thisfrequencyrange,and integratedcircuitsare
hard to come by. ln the last few years,Hewlett-Packard
Laboratories
and
the HP MicrowaveTechnologyDivisionhaveachievednotablesuccessin
developingsmall-scaleintegratedand hybridcircuitsthat operateat 100
GHz and beyond.Usinggalliumarsenideand relatedcompoundsand a processknownas
molecularbeam epitaxy(MBE),HP engineershave fabricatedSchottkyand modifiedbarrier
diodes,alongwith lCs and hybridsbasedon thesediodes.Mainlyusefulfor nonlinearand
frequency
translation
applications
suchas detectors,
samplers,
multipliers,
andmixers,theyare
nowavailable
in severalnewmillimeter-wave
productsfromHP.On page4, DougCollinsof HP
Laboratories
tells us how MBEworks.Modifiedbarrierdiodesand theirusesin productsare
discussedin the articleon page10. Fabrication
of lCs and hybridsis the subjectof the articleon
page 14, and the articleon page22 describesa seriesof mixersthat usethe newGaAsdiodes
to extendthe rangeof microwavespectrumanalyzersto 110GHz.The coverphotograph
shows
severalof thesemixerswiththeirhornantennasof varioussizesfor operationin differentfrequency
bands.
The remainderof this issue is devotedto severalpaperson unusualsoftwaretools for the
supportof HP computersystemsin the field.Theseare fonrard-looking
etforts,aimingto predict
failuresbeforetheyhappenandto use artificialintelligence
(Al) technologyin expertsystemsfor
troubleshooting
and configuringcomputersystems.PredictiveSupport(page30) is a so{tware
packagethat liveson a customer'ssystem,countssofterrors,and notifiesHP supportpersonnel
whenit spotsan ominoustrend.Reportsindicatethatit worksandcustomers
likeit. AIDA(page
34) is an expertsystemthat helpsHP supportpersonnelanalyzeHP 3000 Computermemory
dumps.A dumpis a last-resort
methodof findinga computerproblem.lt may containmany
megabytesof information
and is hugelycomplexto analyze.AIDA'smajorcontribution
is its
formatting
capability,
whichhelpsthe humanexpertorganizeall thatdata.Thatit can alsofind
corruptdata automatically
is considered
a bonusby manyHP troubleshooters.
Schoonerand
fPT (pages42 and 48) are expertsystemsfor troubleshooting
datacomlinks and disc drives,
respectively.
They'veprovedusefulfor troubleshooters
learningthe businessandfor solvingthe
easierproblems,
personnel
leavingexperienced
moretimeto tacklethetougherproblems.
Mycon
(page54) is a prototypeexpertconfigurator
for computersystems.Worthyof noteis its concept
of multilevelconstraints,
whichsupplement
and refinetraditional
approaches
to the designof
expertconfigurators.
R. P. Dolan

What's Ahead
The Decemberissuewill be anotherin our seriescoveringHP PrecisionArchitecture
topics.
Subjectsincludedare the HP-UXoperatingsystemfor technicaland real-timeHP Precision
Architecture
computerssuchas the HP 9000Model840,andALLBASE,the databasemanagementsystemfor bothtechnicaland commercialHP PrecisionArchitecture
computers.December
is alsoour annualindexissue.
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Engineeringof
Molecular-Scale
Materials
GompoundSemiconductor
of semiconductor
Theever increasingsophistication
electronicdevicesand integratedcircuitscontinuesto
placeincreasingdemandson theprecisionwithwhichthe
materialsare produced.The
undertyingsemiconductor
developmentof molecularbeamepitaxyallowsthe highly
epitaxial
repeatablegrowthof compoundsemiconductor
abrupt
atomically
fitms(suchas GaAsand Al,Gat-*As)with
anddopingandwithexcellent
changesin altoycomposition
uniformity.
by DouglasM. Collins
EMICONDUCTING MATERIALS provide the foundation upon which today's high-technology electronics industry is built. While silicon is the most
widely used semiconducting material, and that for which
the most advanced technology has been developed, its
physical properties are not suitable for many of today's
device needs.Thus, the use of other semiconductingmaterials whose electronic band structure leads to specific
properties that make them more suitable than silicon for
specificapplicationsis becomingmore and more common.
One such class of semiconductors is that known as the
group III-V compound semiconductors.This name is derived from the fact that these materials are compounds of
elementsfound in columns III and V of the periodic table.
The most common example is gallium arsenide (GaAs),

which is widely used in microwave and optoelectronic
devices.
To produce high-quality compound semiconductor materials for high-performance electronic or optoelectronic
devices,it is necessaryto use epitaxial growth techniques.
This is especially true for those devices that require
heterojunctions (for a discussion of heterojunctions, see
box on page 6). In general,an epitaxial growth processis
any process in which chemical elements or compounds
are deposited onto a single-crystal substrate under conditions such that the deposited materials become precisely
arrangedupon the substrate,yielding a single-crystaldeposited, or epitaxial layer. In fact, the word epitaxy is derived
from the Greekwords epi (meaning"on") and toxis (meaning arrangement).

Thermocouple

GaAs Single-CrystalSubstrate
(T = s00 to 700'C)

Thermocouple

Fig. 1. Schematic representation
of the molecular beam eqitaxv
(MBE) technique.
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To push devices to higher and higher levels of performance,it is necessaryto control the epitaxial growth process precisely. The molecular beam epitaxy technique is
one that provides for the precise growth of complex III-V
compound semiconductor structures which are particuIarly well-suited for high-speed(e.g.,millimeter-wave) device and integratedcircuit applications.
The MBE Technique
Molecular beam epitaxy (MBE) can best be describedas
a highly controlled ultrahigh-vacuumevaporation/deposition process.The apparatusused for the MBE growth of
GaAs and Al*Gar-*As is shown schematically in Fig. 1.
(For a discussion of alloy semiconductors such as
Al*Gar-*As, seebox on pageB.)The principal components
in this system are the resistance-heatedsource furnaces,
the source furnace shutters, and the heated substratestation. Three of the sourcefurnacescontain the elementsGa,
Al, and As which, when reactedon the heatedsingle-crystal
substrate,produce the epitaxial semiconductorlayer. The
other two sourcescontain silicon and beryllium, the two
most commonly used dopants in the MBE growth of GaAs
and Al*Gar-*As. Silicon substitutes for the gallium or
aluminum atoms on the group-Ill sublattice resulting in
one extra electron; hence silicon is an n-type, or donor,
impurity in these materials.Beryllium also substitutesfor
the aluminum or gallium atoms,but with one lesselectron;
hence beryllium is a p-type, or acceptor,impurity in these
materials.
The rate of evaporationof the sourcematerials,and thus

Fig. 2. High+esolution
transmission
electronmicrographof
atomically abrupt GaAsIAlAsheterojunctionformed by MBE.
the flux of atoms or molecules arriving at the substrate
surface,is determined by the temperatureof each of the
sources. Each source temperature is individually controlled to within +o.z"C, which results in less than 11%
variation in the source flux.l The temperatures(and thus
the fluxes) of gallium and aluminum (both of which evapo,l.iit*f-
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Fig. 3. HP's MBE systems (right) are controlled by HP 1000 Computers (left)
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Compound Semiconductor Alloys and Heteroiunctions
materials
thatareof practical
Theproperties
of semiconducting
theinteratomic
crystalstructure,
interest
dependonthematerial's
and the
spacingin the crystal,the electronicband structure,
theincorporain particular
of delectformation,
thermodynamics
properties
ordopantatomsthataltertheelectronic
tionof impurity
the
in a desiredfashion.Thesefactorscombineto determine
(and whetherthe
bandgapenergyEn of the semiconductor
of
bandgapis "direct"or "indirect"),the transportproperties
the mobilities
of thesecharge
and holes(in particular
electrons
caniers),and the practicalmatterof beingableto controlthe
for
overthe rangesnecessary
electronand holeconcentrations
usein devices.
(Fig.
"diamond"structure
intotheso-called
Siliconcrystallizes
face-centered
1a),whichcan be describedas two interleaved
cubic lattices(anFCClatticehasan atomat everycornerof a
cube in additionto an atomat the centerof everylace of the
cube).OneFCClatticehasitsoriginat 0, 0, 0 andtheotherFCC
latticehas its original aJ4,al4, a/4 (onlya portionof the second
coordination
latticeisshowninFig.1).Thisresultsina tetrahedral
betweeneachsiliconatomand itsfournearestneighbors.
includingGaAs,
Mostof the lll-Vcompoundsemiconductors,
structure(Fig.1b).
into the so-called"zincblende"
crystallize
Thisstructure
is remarkably
similarto thatof silicon.In fact,it is
exceptthat one of the two interleaved
the diamondstructure,
is composedof group-lllatoms(e.9.,gallium)
FCCsublattices
whilethe otheris composedof group-Vatoms(e.9.,arsenic).
bondedto fournearestThuseachgroup-lllatomistetrahedrally
group-Vatoms,andeachgroup-V
atomistetrahedrally
neighbor
group-lllatoms.
bondedto fournearest-neighbor
of the zincblendestructureotfers
The additionalcomplexity
a degreeof freedomnot availablein elementalsemiconducThisfreedomis the ability
torssuchas siliconand germanium.
as
on the group-lllsublattice
to mixdifferentgroup-lllelements
group-Vatomson thegroup-Vsublattice.
Thus
wellas different
(e.9.,
and quaternary
we can formternary(e.9.,Al"Ga'1-,As)
where0 < x < 1 and
In"Ga.,-"AsrP.r-r)
alloysemiconductors,
x and y in thesechemicalformulas
0 < y < 1. Thesubscripts
of each
calledthemolefraction)
indicatethefraction(commonly
Since,in general,
that is occupiedby eachelement.
sublattice
havedifferentbandgapenergiesand
differentsemiconductors
properties,
theabilitytoform
andholetransport
dif{erent
electron
providesthe materials
scientistwith the
alloysemiconductors
freedomto engineerthe materialto the needsof the device
to adjustthebandgap
for example,
physicist.
Thusit is possible,
of emission
to givethe desiredwavelength
of a semiconductor
diode.
for a light-emitting

In additionto providingthe flexibilityof engineeringsemiconductor materialpropertiesby forming these alloys, compound
semiconductortechnology provides an added capability with
lar-reaching consequences-the ability to join two different
semiconductor materials intimatelytogether to form a semiconThis is conceptuallyvery similarto ioining
ductor heteroiunction.
together p-type and n-type silicon to form a semiconductorpn
homojunction.However,it leadsto many more potentialapplications of lll-V compound semiconductors.For example,if a thin
layer (approximately0.2 micromete| of one semiconductoris
sandwiched between two layers of a second semiconductorthat
has a largerbandgapand a smallerindexof refraction,the center
layerwill serve to confineboth charge and light,thus providing
two of the necessary conditions for the formationol a population
inversionin this layer, which leads to semiconductorlaser action.1 Such structures are known as double heterojunctions.
Anothertechnologicallyimportantheteroiunctionis the modulation-dopedheterolunction(see box, page 8), which is important
to the very high-speedoperationof the modulation-dopedfield
effect transistor (MODFET,also known as the high-electron-mobilitytransistor,or HEMT).2
with a high degree of
To form semiconductorheteroiunctions
structuralperfection,the two semiconductorsmust have identical
(or compatible) crystal structures and nearly equal interatomic
spacings,or latticeconstants(dimensiona in Fig.1).Thisrequirement can be met by using compoundsemiconductoralloysthat
have the same crystal structurewhile simultaneouslychoosing
alloy compositions(x and/or y in the above chemicalformulas)
that resultin the same latticeconstants.This is a conditionwhich
is referredto as latticematching.Inthe GaAs/Al"Ga1-'Asmaterial
systemdiscussedin the accompanyingarticle,the latticematch
is nearly perfect for all values of x.
R€fer€ncas
1. H.C. Casey and M.B. Panish, HetercstructurcLasersj Part A, Fundarental Pilnciptes,and PattB, Materialsand Opetating Chatacteilstics,AcademicPress,New York,
1978.
2. H. Morko9and P.M.Solomon,"The HEMT|A SuperfastTransistor,"IEEESpectrum,
Vol. 21, no. 2, February 1984, pp. 28-35.
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Flg. 1. Semiconductorcrystal
st/uctures(a : lattice constant).
(a) Diamondstructurefor silicon,
carbon,germanium,etc.(b) Zincblendestructurefor GaAs,GaP,
/nSb,etc.BondsbeNveennearcst
neighboringatomsare shownin
cobr.
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Flg. 4. Free electron concentrationat room temperature
(300K)tor Si-dopedMBEGaAsas afunctionof siliconsource
temperature.
rate as monatomic beams) are chosen to give the desired
growth rate and alloy composition. The temperature of the
arsenic source (arsenic evaporatesas the Asn molecule) is
chosen such that the Asn flux is slightly higher than that
required for growth of stoichiometric GaAs or Al*Gar_*As
(i.e., where the number of gallium and aluminum atoms
incorporated into the film is equal to the number of arsenic
atoms incorporated into the film). The small excessof ar-

senic is used to ensure nearly perfect stoichiometry since,
at the substratetemperatures used (typically 500 to 700'C),
the arsenic will bond only to gallium or aluminum and not
to itself. The excess arsenic evaporatesfrom the film surface.2Similarly, the temperatures of the silicon and beryllium sources are chosen such that the fluxes of these elements lead to the desired concentrations of n-type and
p-type doping, respectively.
The temperatures of the gallium and aluminum sources
are typically chosen to result in a growth rate of 7.O p,ml
hour. This correspondsto only one molecular layer of GaAs
or Al"Ga.-*As per second. Since each source furnace is
equipped with its own individual shutter that can be
opened or closed in a small fraction of a second, it is a
simple matter to control the composition or doping in an
epitaxial film on an atomic scale. An example of an atomically abrupt GaAs/AlAs heterojunction (grown by closing
the gallium shutter and opening the aluminum shutter
simultaneously) is shown in the high-resolution transmission electron micrograph of Fig. 2.
The MBE systemsin operation at Hewlett-Packard Company (e.g.,seeFig. 3) are interfacedwith HP 1000Computers that control the temperature setpoints for the source
furnaces and the substrate, the source shutter operation,
and the growth times for all layers in multilayer films. In
addition to having the capability for abruptly changing the
composition or doping of MBE films, the computer is also
used to contour alloy compositions and doping profiles
programmably to achieve specific materials structures for
use in particularly high-performance devices.3
For the high degree of control offered by MBE to be of
practical use, it is necessary that the undesirable background impurity levels in MBE films be as low as possible
and that the films be highly uniform. These conditions are
easily met in the MBE growth of GaAs. The ultrahigh vacuum system used in MBE is pumped by ion and titanium
sublimation pumps and includes extensive liquid-nitrogen
cryoshrouding to pump condensable gasessuch as water
vapor. Background partial pressures of undesirable gases
are typically below 10-11torr. This allows undesirableimpurity levels as low as ten parts per billion to be achieved.
Continuous rotation of the substrate during growth leads
to demonstrated uniformities in thickness (or growth rate)
and doping concentration of better than !2o/o acrossa two-
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Fig. 5. Mobilities for Si-doped
MBE GaAs as a function of free
electron concentration at 77K.
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The Modulation-Doped Heteroiunction
The accompanyingarticledemonstratesthat MBE is capable
of producingGaAs and Al"Ga1-"Asfilms with a high degree of
control over doping concentrationand alloy compositionand
with extremelyabrupt heteroiunctioninterfaces.All of these capabilitiesare importantfor the realizationof the high-speeddeTwovice known as the modulation-dopedFET.The layeredmaterial
Dlmenslonal
structureupon which this device is based is commonlyreferred
Eleclron
to as a selectivelydoped, or modulation-dopedheterojunction
Ga3
(see Fig. 1).1lt has been mostcommonlyproduced in the GaAs/
Al,Ga1-"As material system, although other semiconductor
have also been used.2The epitaxiallayerstrucheteroiunctions
(107ohm-cm)GaAs substrate.
ture is grown on a high-resistivity
The first layer is undoped GaAs approximatelyone micrometer
thick, which must be of very high purity(typicallyless than 1015
ionized impuritiesper cubic centimeter).The second layer is
Fig.2. Energy band diagram for structure of Fig. 1. The tvvoundopedAl,Ga1-"As(x : 0.3)which,dependingon the desired
dimensionalelectron gas tormed in the structure is ideal for
propertiesof the structure,will typically be between 2 and 15
the conducting channel of a FET.
nanometersthick.Thiscorrespondsto only 8 to 60 atomiclayers.
betweenthese
The atomicscaleabruptnessof the heterojunction
106
two layersand the precisecontrolof the undoped Ale.3Gao.rAs
"spacer" layer thicknessare criticalto the proper performance
of this device.The third layer is silicon-doped(Nsi : 2x1018
cm-3; Al"Ga.,-xAs withx typicallythe sameas thatin the undoped
spacer layerwhich, again dependingon the desired properties
of the structure,will be between 10 and 50 nanometersthick.
The fourth,and last, layer is n{ype GaAs (n = 2x1018 cm-3)
approximately20 nanometersthick. This layerfacilitatesmaking
a
low-resistanceohmic contactsto the structure.
The special propertiesof this structurethat make it of interest
E
for high-speeddeviceapplicationsare best understoodby referl) 104
ring to the energy band diagram shown in Fig. 2. Here we see
=
that a conduction band discontinuityis formed at the abrupt
ll
o
GaAs/Al"Ga1-,Asinterface.This is accompaniedby depletion
=
of electronsf romthe Al,Ga.r-,As and accumulationof theseeleco
trons in the GaAs.The potential"notch" in whichthese electrons
!, rn3
resideconfinesthe electronsto a regionso thin that they behave
tr
Typical Mobility for_
as a two-dimensionalsystem.This systemis commonlyreferred
Uniformly Doped \
Alo..Gao.tAs
)
electrongas. Thiselectrongas has many
to as a two-dimensional
electrongas in the gate chansimilaritiesto the two-dimensional
nel of a siliconMOSFET.However,there are two very important
102+
differences.First, the GaAs/Al"Ga1-"Asheteroiunctionis very
20
nearly structurallyperfect and thus electronstraveling parallel
Temperature(K)
trom
structo
to this heterojunctioninterfaceare unlikely scatter
Fig.3. Comparison of electron mobilities for a modulationtural defects.Second,since the GaAs is oi very high purityand
doped heterojunctionand the two uniformly doped materials
the ionizedsilicon donors in the Al*Ga1-"Asare set back trom
used to torm the heterojunction.
the heterojunctioninterfaceby the spacer layerthickness,scat-

20 nm GaAs:Si10-50nm Al,Gal-,As: Si +
2-15 nm Al,Ga1-xAs : Undoped ----------------?
Two-oimensional --'r'
Electron Gas
1 pm GaAs: Undoped .+

High-Resistivity
GaAs Substrate

t 986
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Ffg, 1. Crosssection of a modulation-doped heterojunction.

tering from the silicondonor atoms is minimized.Thesetwo factors result in excellenttransportpropertiesfor electronsin this
modulation-dopedheterojunctionstructure.
The effect on electrontransportproperttesis shown in Fig. 3
where the significantlyenhanced mobilities found in these
heterojunctionstructures(top curve) are compared with those
observed in uniformlydoped GaAs and Alo..Gao.rAs
with comparablesheetelectronconcentrations.
(ln this case, n" = 6 x 1011
cm 2, which is comparableto the sheet carrierconcentrationin
the channelof an FET).This data shows that the mobilityin the
modulation-dopedstructureis a much strongerfunctionof temperature than the mobilitiesin the uniformlydoped films, This
occurs becausethe mobilityat highertemperaturesin the modulation-dopedstructureis still dominatedby phonon scattering

inch diameter substrate.
MBE Grown GaAs and Al,Gar-,As
The realization of the precise conbol of epitaxial film
parameterspromised above can best be demonstratedby
presentingresults of doping and alloy composition control
for MBE films. Fig. 4 shows the free electron concentration
(n, as measured by the Hall effecta) at room temperature
for Si-doped MBE GaAs as a function of the reciprocal of
the silicon source temperature.Several important points
may be made from this data. First, it is clear that we have
the capability of varying the n-type doping of MBE GaAs
over a wide range (from less than 101scm-3 to 5x1018
cm-3, which correspondsto approximately 0.02 to 100
parts per million) with a high degree of control. In fact,
the slope of the precisely exponential variation in n with
1/Tsi correspondsclosely to the activation energy for the
evaporationof silicon, indicating that the silicon incorporation rate is directly proportional to the silicon flux.s The
two different symbols in Fig. 4 correspond to two different

(i.e.,latticevibrations).However,even at room lemperature,the
modulation-dopedstructureexhibitsa mobilitythat is a factor of
1.5 to 2 higherthan in the uniformlydoped GaAs material.In
short-gate-lengthMODFETsthis results in an increase in the
electronpeak velocityby a factorof 1.5 to 2 and thus a comparable increasein the speed of operationof the device,3
References
1. R. Dingle,et al, "ElectronMobilitiesin Modulation-Doped
Semiconductor
Superlattices," Applied PhyslcsLetters,Vol. 33, 1978,pp. 665-667.
2. T.P. Pearsall,et al, "Selectively-DopedAllnAs/GalnAsHeterostructureField Effect
Transistor,"IEEEElectrcn Device Letlefs, Vol EOL-4,no. 1, 1983, pp. 5-8.
3. M. Hueschen,et al, "Pulse Doped MODFETS,"1984 lnternationalElectrcnDevices
Meeting Technical Dlgesl, pp. 348-351.

seriesof MBE growth runs, the secondhaving been carried
out after refilling the gallium and arsenic source furnaces.
Thus excellent conbol and repeatability are readily
achieved in the MBE growth of GaAs.
To achieve superior performanceof electronic devices,
it is necessary not only to control carrier concentration
precisely,but also to assuregood carrier transport properties. A common measureof the quality of n-type GaAs is
the electron mobility. Mobility, as the term suggests,is a
measure of the easewith which the charge carriers move
through the crystal lattice. In particular, high mobilities in
lightly doped n-type GaAsat low temperatures(e.g.,liquidnitrogen temperature of 77K) are indicative of low concentrations of backgroundimpurities since,under theseconditions, the mobility is dominated by scattering of electrons
by impurities in the crystal.Mobilities for Si-doped,MBEgrown GaAs are shown in Fig. 5 as a function of the free
electronconcentration.This datawas obtainedat a temperature of 77K, where impurity scattering dominates. The
solid line shown for low doping levels (below b x 1015

o
o

tu
6

E
3
o

o

(a)

Gallium Source Temperature ("C)

Fig.6. Growth rate as a function
of (a) gallium and (b) aluminum
source temperatures. The symbols reprcsent data for different
gtowths and the solid lines represent the relative temperature dependencies of the vapor pressures of (a) gallium and (b)
aluminum.
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cm-3) representsmobilities for extremely high-purity GaAs
grown by the AsCl. vapor phase epitaxy (VPE)technique.6
It is clear that the MBE GaAs comparesvery favorably with
the high-purity VPE material.
The control of the MBE growth of Al*Gat-*As is demonstrated in Fig. 6 where growth rate is shown as a function
of gallium (Fig. 6a) and aluminum (Fig. 6b) source temperatures. The symbols represent experimental data for different growths. The solid curves representthe relative temperature dependencies of the vapor pressures of gallium and
aluminum. Thus, by appropriate choices for the gallium
and aluminum source temperatures, both growth rate and
alloy composition of GaAs and Al*Gar-,As can be readily
controlled and reproduced using MBE.
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Diode
ExtendingMillimeter-Wave
Operationto 110 GHz
by Eric R. Ehlers,Sigurd W. Johnsen,and DouglasA. Gray
I N THE LATE 1970s,silicon Schottky diodes and point
I contacts dominated diode applications in the microI wave and low millimeter-wave range of frequencies. By
using carefully desigrred microwave structures, performance well into the millimeter-wave range could be
achieved.This performance,however, did not come easily.
These structures were difficult to reproduce and as a result
were very expensive. The small diode structures were also
sensitive to damageby electrostaticdischarge (ESD).Although Schottky diode pairs and quads were readily available, diodes integrated with other circuit elementscould
not be obtained as off-the-shelfcomponents.
When HP launched its effort to develop a family of diodes
particularly suited to millimeter-wave applications, we
wanted a device that could be readily integrated into a
microwave structure, was rugged and capable of handling
high drive levels for multiplier applications, and had at
least the sensitivity of presently available diodes.
Diode Technology
To meet the project goals of designinglow-capacitance,
high-power-handling diodes suitable for small-scaleintegrated circuits, the selection of material technology was of
paramount importance. Although silicon technology was
very mature and somesilicon devicesdid exist for applications up to 40 GHz,the high parasiticcapacitanceof silicon
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substrates made it difficult to integrate other circuit elements and beam leads without sacrificing high-frequency
performance or power handling. It was clear that the design
and fabrication of a useful device up to 110 GHz (W-band)
required a different material technology.
The III-V compound semiconductor gallium arsenide
(GaAs)offers several advantagesover silicon. The intrinsic
doping in GaAs is two orders of magnitude lower than
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Fig. 2. Crossseclionof sinteredSchoftkybarrierdiode.
silicon. This results in a much higher substrateresistivity
and lower parasitic capacitanceeffects.The lower parasitic
capacitanceof GaAs substratesis critical. It allows the design of largerdeviceswith increasedpower handling capabilities without degrading frequency performance.
Another advantageof GaAs is its higher electron mobility
(see Fig. 1). This higher mobility translates up to a 5 x
higher electron velocity in GaAs compared to silicon. This
leads to much lower carrier transit times and makes it
possible to design devices exhibiting cutoff frequencies in
excessof looo GHz.
For these reasons GaAs was the material of choice for
the millimeter-wave diode project. There was a major disadvantage,however, becausea primary goal of the project
was to design low-barrier and medium-barrier diodes
which €uecommonly used in mixer and detector applications. Although HP has been very active in GaAs research
and development (HP instrumentation has been shipped

IF

using internal GaAs FET and diode technology since the
early 1970s),a reliable method of repeatablyfabricatinga
modified barrier diode on GaAspresenteda major technical
challenge.
The difficulties in fabricatingmodified barrier diodes on
GaAs were overcomeby a two-phaseapproach. Standard
Schottky barrier diodes are fabricated using liquid-phase
epitaxy to grow the double n-on-n+ layers required for
millimeter-wave IC fabrication. Low-barrier Schottky
diodes were originally fabricatedusing the sameepitaxial
layers,but with a proprietarySchottkybarriermetallization
(Fig. 2). The low-barrier diode was formed by a sintering
processafter the Schottky metal was patterned. The sintering formed a thin, heavily doped n + layer under the anode
which lowered the banier height to the desired value (see
Fig. 3). This processled to the introduction of a 26-GHz-to40-GHz zero-biased detector fully integrated on one GaAs
chip (see box on page 13). The sintering process was,
however, very difficult to control and the devices were
extremely sensitive to ESD, which resulted in relatively
low yields during microcircuit assembly.However, even
with the low yields, this device representeda significant
advance in the state of the art of millimeter-wave device
technology.
The second generation of modified banier diodes was
made possible by the capabilities provided by molecular
beamepitaxy (MBE,seearticle on page4). MBE technology
provides the means for very controlled growth of the epitaxial layers required for the fabrication of planar doped
barrier diodes (also called modified barrier diodes by HP).
These diodes are formed by growing a multilayer GaAs
epitaxial structure sandwiched between two low-resistance
contacts (seeFig. ). The design of the epitaxial structure
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technology at HP has demonstrated its consistent performance to thesedemanding specifications,enablingthe design and fabrication of device structures for both low-barrier and medium-barrier diode applications.
With the technology in place for manufacturing GaAs
diodes with varying barrier heights, the next step was to
provide the capability for fully integratedsolutionsof some
standard millimeter-wave circuit functions. Most of the
millimeter-wave circuits used in instrumentation are
samplers,mixers, multipliers, and detectors.At frequencies above 26 GHz, the repeatability of hybrid assembly
techniques is critical. A slight variation in a bond-wire
length can be a significant fraction of a wavelength at these
frequencies.The integration of a millimeter-wave diode,
resistors,and capacitorson a single GaAs chip with beam
leadsfor thin-film circuit interconnectsofferssuperiorperformance in phase matching for samplers and greatly reduces the complexity and assembly costs of millimeterwave hybrid circuits. The integration processdeveloped
provides the circuit designerwith the flexibility for integrating silicon nitride capacitorswith values up to 20 pF
and tantalum nitride resistorswith a sheetresistivity of 50

o/n.
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Fig. . @) Crosssectlonof planardopedbarrierdiodefabricatedby molecularbeamepitaxy(MBE).(b) l-Vcharacteristic.
determinesthe barrier height of the diode. Therefore,extremely tight control of epitaxial layer doping and thickness
is required.Epitaxial layersas thin as 4 nm must be grown
with abrupt transitions between layers. This critical step
in the fabrication of modified barrier diodes has been
moved out of the processlab and placed on the shoulders
of the computer-controlledMBE system.The stateof MBE

The technology is directed toward allowing design engineersworking on new millimeter-wave test instruments
to design their own custom integratedcircuits. There are
some roadblocks, however. A designer must work very
closely with the IC facility to make sure processguidelines
or limits are not violated by the design. This can be the
most time-consuming and frustrating part of the design
stage.There is also a fear of the high development costs
that are normally associatedwith a custom IC design.This
factor is especially a concern at millimeter-wave frequencies where current computer-aided-designtechniquesare
not sufficient to ensure a successfulcircuit design on the
first try.
To lessensome of thesedifficulties and to encouragethe
use of this technology at HP, it was decided to offer it in
a prototype mode. In this approach,circuit designerscan

Fig. 5. (a) Composite mask for prototyping modified barrier diode /C deslgns. (b) Production
mask used for volumeproductionol successfu/designs.
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26.5-to-40-GHzWaveguide
Detector
In 1983 Hewlett-Packardintroducedthe HP 11664D26.5{o40-GHz waveguidedetector for the HP 87564 Scalar Network
Analyzer.The HP 11664Duses a Schottkydiode with a barrier
height modifiedby a sinteringprocessin an integrateddetector
circuit.l This circuit has proven reliablein three years oi use in
the field. However,manufacturingcosts of the product are high
because of difficultiesin controllingthe device labricationprocess and losses in assembly caused by static electricitydischarges.The newdiodes,describedin the accompanyingarticle,
are significantlyeasierto manufacture,and lossesduringassembly are reduced by a more rugged structure.

design custom devices using the components supported in
the integrated diode process and optimize the design for
their specific application. The design is first placed on a
composite mask set (Fig. 5a) with many other custom integrated diodes. This composite mask set is fabricated to
supply the various designers with a small number of samples of their design for evaluation. If another design iteration is required, the redesigned device is placed on another
composite mask for another cycle of prototype samples.
This spreads out the development cost of the custom devices to all the designers using a composite mask. It makes
it more affordable to do several design iterations or even
try a high-risk design idea. Once a design is optimized and
assigned to an instrument project, it is stepped onto a dedicated mask set (Fig. 5b) for higher-volume production.
The development of this integrated diode technology was
very closely linked with several instrument development
projects. The HP 85104 Network Analyzer and the HP
5350A/51A/52A Frequency Countersl rely on GaAs integrated samplers for down-conversion. The design of the
HP 71,570177Harmonic Mixers and the HP 835544/54/6A
Millimeter-Wave Sources, which both cover the waveguide
bands up to 60 GHz, also relies heavily on these Schottky
barrier diode ICs. A major milestone, however, was the
development of the planar doped barrier diode which enabled HP to design the HP 11S70VAV Harmonic Mixers
that allow spectrum measurements up to 71,OGHz

PlanarDopedBarrierDiodeApplications
Specialfeaturesof thesemodifiedbarrierdiodesmake
SPEC
LIiIT

them ideally suited for certain key millimeter-wave products. Before discussing these applications, however, it
should be pointed out that in terms of their terminal voltage
and current characteristics at low frequencies, these diodes
are very similar to conventional pn junction diodes and
metal-semiconductor Schottky diodes. In forward bias,
they closely follow the ideal diode equation as illustrated
in Fig. 3:
I :

Fig. 1. Typical return loss (a) and f/atness (b) of HP 11664D
Detector.
Experience
To date, manufacturinglossesduring assemblywith the sintered diodes has occaslonallyrun as high as 50%. Under the
same conditions,therehavebeen no failuresof the new modified
barrierdiodes.This is attributedto the tenfoldreductionin electrostaticsusceptibilityof thesediodes.Slightlylowercapacitance
has also led to an improvementin the frequencyresponseof the
HP 11664D.The lowercapacitancealloweda small assembly
change that resultedin a 1.O-dBimprovementin flatnessas a
f unctionof f requency.Thesediodesalsohavea morepredictable
voltage responseas a functionof input power. This allows improveddynamicaccuracyfortheHP 11664D.Fig.1 showstypical
returnloss and flatnesso{ the HP 11664DDetector.
Reference
1. C.C.Chang,et al, "A Zero-BiasGaAsMillimeter-Wave
IntegratedDetectorCircuit,"
IEEEMicrowave Theoryand TechniquesSymposiumD/gest, 1982.

Herb Upham
Development
Engineer
MicrowaveTechnologyDivision

I" [exp ((V-IR")/nVJ-1]

where Io is the saturation current, n is the ideality factor
(typically 1.2 for these modified barrier diodes), R" is the
series resistance, and V, is the thermal voltage (0.026V at
300K). In reverse bias, the low-barrier versions of these
modified barrier diodes deviate from this ideal equation
and exhibit a "soft" breakdown characteristic caused by
the variation of barrier height with bias (see Fig. 3J.
The most important feature of the planar doped barrier
diodes is that their barrier heights are adjustable by controlling the thickness and doping of the epitaxial layers. Changing the barrier height is equivalent to varying the saturation
current and hence the turn-on voltage of the diode. ControlIing the turn-on voltage is highly desirable for certain applications. One of these applications is the unbiased harmonic mixer (see article on page 22). For this application
it is critical that the conduction angle (the number of degrees during each local oscillator (LO) cycle that the diode
is on) be controlled precisely, and for a given LO power
the conduction angle is controlled by the barrier height.
Another application that requires a low barrier height is
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the broadband unbiased detector. Diode detectors are
widely used at microwave and millimeter-wave frequencies as power meter sensors,scalar network analyzer detectors, and parts of leveling circuits for sources. To work
well as an unbiased detector, a diode must essentially be
turned on at zero volts. This implies a high saturation current and a low barrier height. A critical specification for
these diodes is the video resistance \, which can be defined as the incremental resistance of the diode at a bias
of zero volts. For most detector applications R, must be
between 50oO and 5 kO. This requires precise control of
barrier height and is an ideal application for planar doped
barrier diodes.
An important parameter for microwave and millimeterwave diodes is junction capacitance, which must be kept
as small as possible. Like a Schottky diode, a modified
barrier diode has no minority charge storagecapacitance,
so the junction capacitance is quite low. The reverse-bias
capacitance of a modified barrier diode is determined
primarily by the dielectric constant of GaAs and the thickness of the intrinsic layer and has less variation with bias
than Schottky diodes. The typical junction capacitance of
a modified barrier diode with an active area of 40 pmz is
only 25 femtofarads at a bias of zero volts, and with an
effective series resistance of about 20 ohms, these diodes
work well in detector applications at frequencies up to 110

GHz.
The modified barrier diodes are remarkably rugged devices. Physically, they have good beam-lead pull strengths
of over 5 grams and a passivation that allows them to be
used in nonhermetic packages.Electrically, they can reliably operate at high current densities; the diodes used in
the millimeter-wave mixers described in the article on page
22 are rated to operatecontinuously at 16 dBm of LO power,
which corresponds to averagecurrents through the diodes
of over 16 mA. These diodes are also relatively insensitive
to damage caused by electrostatic discharge (ESD).
The fact that modified barrier diodes are available with
integrated resistors and capacitors enhances their usefulness to the design engineer. Integrating resistors and
capacitors with closely matched diodes can, in many cases,
improve the performance of a product and lower its cost
by decreasing parts count and shortening assembly times.
The development and production of these modified barrier
diode circuits provides the millimeter-wave designer with
a new tool for the design of detectors and mixers up to 110
GHz.
Reference
1. S.R.Gibson,"GalliumArsenideLowersCostandImprovesPerformanceof MicrowaveCounters,"Hewlett-Pockord
/ournol,Vol.
37,no. 2, February1986.

DiodeIntegratedGircuitsfor MillimeterWaveApplications
GaAsdiodeintegratedcircuitsbasedon metalsemiconductor(Schottky)or modifiedbarrierdiodeshave
nowextendedtheoperatingfrequencyrangeof small-scale
basis
circuits,whichformthe
lCsbeyond100GHz.These
are
instrumenfs,
for manyof HP'snew millimeter-wave
-transl
ationapplications.
usefuI fornonlinearand frequency
by MarkP.Zurakowski,DomingoA. Figueredo,ScottS. Elliott,GeorgeA. Pafterson,WilliamJ. Anklam,
and SusanR. Sloan
ALLIUM ARSENIDE (GaAsl has become the material of choice for building devices or integrated
circuits for operation at frequencies higher than a
few gigahertz.Severalmanufacturers, or foundries, are now
offering design and processing services for small-scale to
medium-scale integrated circuits on GaAs operating to frequencies as high as 1o GHz and HP has developed a technology for the design and fabrication of diode integrated
circuits on GaAs that operate to above 100 GHz. These
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circuits contain no linear gain elements such as transistors;
instead they are composedof diodes,resistors,capacitors,
and conductive transmission lines. Their desigrr makes
them very useful for signal detection, mixing, multiplication, sampling, power limiting, and other frequency-translating or nonlinear circuits in the millimeter-wave frequency range,
The millimeter-wave region of the electromagnetic spectrum is generally considered to span the frequency range

Fig. 1. Scannrng electron microscope (SEM)photomicrograph of
a GaAs Schottkybanier diode integrated circuit.
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Fig. 2. Energy band diagrams of a rnetalsemiconductor
(Schottky)junctian for various bias conditions.(a) Zero bias.
(b) Forward bias. The barrier height ls decreased and electrons flow easl/y across the junction. (c) Reverse bias. The
barrier becomes more Dronounced and the electronsmove
farther away from the junction.

of. 26 GHz to about 300 GHz, a region in which the
wavelength of electromagnetic radiation is of the order of
a few millimeters in free space.This region is rapidly gaining importance for uses such as high-speed digital communication, high-resolution radar, military guidance systems, and radio astronomy. Unfortunately, circuit elements
such as transistors are available only for the very low end
of this frequency band and even small-scale integrated circuits have been virtually unobtainable.
Millimeter-wave frequencies are so high that microwavetype hybrid circuits are difficult to construct. Even the
smallest of elements or bond wires can be a significant
fraction of a wavelength long and therefore can no longer
be modeled as a lumped element. The resulting parasitic
capacitancesand inductances can completely alter the electrical performance of a hybrid circuit, rendering it unrepeatable, unreliable, and sensitive to its environment. In
addition, some applications require symmetry and phasematching, which are very difficult to achieve in hybrid
circuits. Hence, most designs at millimeter-wave frequencies have been done in metal or dielectric waveguide using
expensivemachined transitions to do the signal processing.
To date, the most important signal processing circuits
for millimeter-wave applications are frequency-translating
circuits-those circuits used to impress or multiplex lowerfrequency information on a millimeter-wave carrier signal,
or to shift the information from the millimeter-wave band
down to a lower frequency where sophisticated signal processingsuch asamplification or filtering can be done. These
translation functions can be handled very elegantly using
diode integrated circuit technology.
A diode integrated circuit is composed of one or more
diodes in combination with resistive strips, conductive
lines, and capacitive elements patterned in accordance
with a set of design rules. Two layers of metallization are
presently available, allowing the realization of nonplanar
circuit geometries. The completed component is a small
pellet of GaAs with beam leads which allow high-strength,
low-parasitic bonding to a waveguide or substrate.A photo-
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micrograph of a sample chip is shown in Fig. 1.
Schottky Barrier Diodes
All of the circuit applications mentioned above require
one or more nonlinear circuit elements that operate at millimeter-wave frequencies.GaAs Schottky barrier diodes are
a good choice for such high-frequency operation because
of the higher velocities at which electrons travel in GaAs
combined with the low charge storageeffects exhibited by
these diodes.
A Schottky barrier is formed whenever a metal makes
contact with a semiconductor surface.Ideally, equalization
of the metal and semiconductor (n type) Fermi levels causes
the transfer of electrons from the semiconductor into the
metal, depleting the semiconductor of mobile charge car-

Flg.3. Typical Schottky diode l-V
characteilstic. The straight line il/usfratesc/assic behavior.Thedeviation from the line for actual devlces ls caused by leakage current for low-current levels and by
serles resrstancefor high-cunenl
/evels.

riers and generating a positive space charge region. This
causes the energy bands in the semiconductor (Fig. 2) to
bend up at the interface, which createsa barrier potential
dependent on the work function of the metal. Besidesthis
fundamental process, if there are large numbers of surface
states present on the semiconductor, then instead of electron transfer to the metal, it is electron transfer to the surface
states that causes carrier depletion in the semiconductor
and band bending near its surface. Fig. 2a shows the negatively charged surface states as minus signs at the metal/
semiconductor interface. If the density of surface states is
sufficiently large, the barrier potential becomes virtually
independent of the metal's work function. GaAs falls into
this category; the surface states are generated by damag'
caused by the metal deposition.

Ohmic

Proton-lsolatedGaAs

Fig.4. S,ngleSchoftkydiode (a)Topview. (b)Crosssecfion. (c)Equivalentcircuit.Rirepresents the nonlinear, exponential part of the circuit, R" the serles reslstance, Q the iunction
capacitance, Cpthe parasiticcapacitance, and Lothe beam lead inductance.
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An externally applied voltagewill alter the barrier potential for electrons flowing from the semiconductor into the
metal. Under forward bias, the conduction band is bent
upward, allowing electrons to flow freely into the metal
(Fig. 2b). Under reversebias, the Schottky barrier potential
prevents electron flow from the metal to the semiconductor
(Fig. 2c). The current flow is governedby thermionic emission of electrons from the semiconductor into the metal
with a current-versus-voltage
relationship describedby:
I : I"[exp(qV/nkT)-1]

(1)

where J is the cunent density in A/cm2, Jo is the reverse
saturation current density, T is the temperaturein K, q is
the electron chargein coulombs,V is the applied voltage,
and k is Boltzmann's constant.The ideality factor n, typically 1.1 to 1.2, accountsfor tunneling currents and other
nonideal behavior.fo is given by the expression:Jo : A*T2
exp(-qf6lkT) where {6 is the barrier height and A* is
Richardson'sconstant given by A* : 4nqm*k2lh3 where
m* is the effective mass of the chargecarrier (in this case
an electron)and h is Planck'sconstant.Atypical I-V characteristic is shown in Fig. 3 along with a plot of the ideality
factor n as a function of bias.
A single Schottky diode and its equivalent circuit are
shown in Fig. 4. The nonlinear I-V characteristicof equation 1 is modeled by a voltagedependentnonlinear resistor
\.The junction capacitanceC;of the diode depletionregion
is voltage dependent and for uniformly doped epitaxial
layers is given by:

c; : c;"/Vr-(V/6,)
and

Ci" : AVct.Vzdu,
where @61
is the built-in potential (Fig. 2), C;ois the zero-bias
capacitance, A is the area of the junction, N6 is the doping
of the epitaxial layer, and e is the dielectric constant of the
semiconductor. The parasitic elements are the series resistance R" and the beam-lead/Schottky-ohmic
inductance Lo
and capacitance Cn. Major contributors to \ are contacl
resistances, the undepleted epitaxial layer resistance, and
metal layer resistances. Minimizing the effects of the par-
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band diagramof a modifiedbarrierdiodeat

asitic elements is extremely important since, with Ci, they
set an upper limit to the frequency of operation.
Modified Barrier Diodes
In many product applications,high-speed,variable-barrier-height diodes are very desirablebecauseof the added
flexibility they provide in choosingoptimum response,bias
conditions, and power-handling capability. In the caseof
standard GaAs Schottky diodes, this flexibility is almost
nonexistent becausethe barrier height is virtually independent of the metal system used for the Schottky contact. To
addressthe variable-barrier needs of HP's millimeter-wave
customers,a new device called a modified barrier diode
has been developedthat allows a designerto choosediode
barrier heights between 0.2 eV and 1.2 eV. Production of
modified barrier diodes requires a technique called molecular beam epitaxy (MBE, see article on page 4) to grow extremely thin, highly doped layers.Themajor advantageprovided by MBE is that the number of fixed charges introduced into the layer determining the barrier height is very
accuratelycontrolledby this layer'sdoping and thickness.
The energy band diagram for a modified barrier diode is
triangular in shapeas depicted in Fig. 5. It is very similar
to the diagram for a Schottky diode and, with good approximation, Equation 1 can also be used for modified barrier
diodes. All that is needed is an equation relating doping
levels and layer thickness to barrier height. The epitaxial

n+ Layer, Doping
Level = Na

p+ Layer, Doping
Level = N.

Thickness = tp
Intrinsic Layer,
Thickness = ti
n+ Layer
Expansion of layers near p+ showing
x axis used in equations.
Substrate

Fig. 6. Cross section of modified
barrier diode fabricated using
molecular beam epitaxy (MBE).
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layers forming the modified barrier diode and the variables
that will be used in the following simple theory of operation
are shown in Fig. 6. Gauss'Law is applied using the following assumptions:
r Depletion approximation. That is, all space-chargeregions are fully depleted (no mobile charge carriers) and
have abrupt boundaries.
r Infinite planes of charge.
r All dopings are uniform for simplicity of integration.
r Chargesare not discretebut spreadthroughout the layers.
r The bottom layer is far from the barrier and does not
enter into the calculation.
The last assumption allows the I-V equation for the modified barrier to have the same form as for the Schottky
barrier.
Gauss'Law:

'
9l

I.od,: lir

i:-r

o-

yields E: o/2 for an infinite plane of charge where E is the
electric field, n is the normal to the plane, o is the sheet
chargedensity, and e representsthe semiconductordielectric constant.
For the structure shown in Fig. 6, there is a continuum
of chargeplanes.Thus:
g : (ZqN,t - 2qN"x)(1/2e)for 0<x<t
for -t'(xsO
f, : (2qN.t+2qN6x)(1/2e)
where N. is the volume density of acceptor ions, N6 is the
volume density of donor ions, t is the thickness of the p +
layer, and t' is the thickness of the n+ layer.
Integrating E from -t' to t and using t':I(N"/NJ from
charge balance, we obtain:
- 6b : (1/2e)[N" + (N:Ard)]t'z

Q)

Fig. 8. Crosssectionof modifiedbanier diode.Equivalent
sameas for Fig.4.
circuitand elementdefinitions
This equation gives the approximate barrier height of a
modified barrier diode and can be substituted directly into
Equation 1 for the Schottky diode I-V characteristic.
Comparison of a measuredI-V characteristic with a curve
predicted by the simple theory presented above is shown
in Fig. 7. The reversecharacteristicsare not modeled well
by the simple theory for low-barrier diodes because the
simple theory neglects the effect of the electrons in the
intrinsic region on the barrier height. In reality the barrier
height is lowered slightly in the reversebias direction and
raised slightly in the forward bias direction. This can be
taken into account using Stanford University's SEDAN
(sEmiconductor Device ANalysis) modeling program.
SEDAN is a one-dimensional numerical simulator which
solves simultaneously the continuity equations and Poisson's equation for the electrostatic potential and carrier
concentrations as a function of space and time. The third
I-V characteristicin Fig. 7 is predicted by SEDAN. Notice
that it predicts much higher leakagecurrent in the reverse
direction and more closely follows the actual I-V characteristic of the measured diode. The I-V characteristics for
the simple theory, SEDAN, and the measured diodes all
agree for the higher barier heights since the effect of the

Barrier Height = 0.255V
Series Resistance= 52.50

Flg.7. l-V characteristicfor modified barrier diode. Solid colol
curve is that predicted by the simple theory dlscussed in the text,
dashed color curve is that predicted by Stanford University's
SEDA/Vmodeling program, and
the solid black curve is measured
data.
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barrier lowering is a much smaller portion of the intrinsic
barrier height.
Fig. 8 shows a cross section of a modified barrier diode.
Its correspondingcircuit model is the sameas that shown
in Fig. 4 for a standard Schottky barrier diode, but in this
case Ci is no longer dependent on the applied voltage,
except for the lowest barrier diodes.For a modified barrier
diode, C' dependsonly on the areaand intrinsic layer thickness.
Dlode lC Fabrication
Diode integrated circuits are fabricated using standard
photolithographic techniques.The substratesare semi-insulating gallium arsenidewafers with reasonablylow defect density.In the caseof Schottky diode ICs,liquid-phase
epitaxy (LPE)is used to grow single-crystallayersof doped
GaAs. The first layer consistsof about 300 nm of heavily
doped n-type GaAs (about 1018/cm3)
to serve as a bottom
conducting surfacefor the diodes.The top layer is designed
to minimize the zerobias junction capacitancewhile maintaining reasonably low series resistance. We typically
choose this layer to be about 300 nm of 101tlcm3n-type
material.
The first stepin the processis to selectand isolateregions
of the substrateto be used for diodes. The technique of
proton isolation, or ion implantation with hydrogen ions,
is used to destroy the conductivity of the epitaxial layers
in all areas of the wafer except where diodes are to be
located (seeFig. 9a).Holes are then etchedthrough the top
layer to the heavily doped n + layer and metal is deposited
in these holes. The metal is alloyed through a sintering
step to form a low-resistance(ohmic) contactto the bottom
Schottky Contact

Fig.9. Schottkybarrier diode fabrication.(a) Nonconductive
areasformed by proton isolation(hydrogen ion implantation).
(b) Ohmic contacts formed by etching top layer, depositing
metal in holes, and alloying metal to boftom layer. (c) The
sfeps /or (b) are used at the same time to torm the bottom
plates of the capacitors in the proton-isolated regions. (d)
The Schottky contact is tormed using a trimetal process of
titanium, platinum, and gold.

Substrate
(b)

Fig. 10. (a) Cross section of integrated structure. (b) Structure of (a) with polyimide insulating layer and beam leads.
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Fig. 11. Photomtcrograph
pleted diode lC chip mounted uPsidedown on a microwavecarrier.
Iayer, and thus to the bottom of the diodes (Fig. 9b).
The same etch and deposition steps used to form the
ohmic contacts are also used to form the bottom plates for
capacitors as shown in Fig. 9c. The GaAs etch is done in
a proton isolated region of the substrate, so that the metal
does not form an ohmic contact in this case. Resistive strips
of tantalum nitride are formed next on the semi-insulating
region of the GaAs by field deposition and selective etching.
The resistivity of these films is nominally 50f,1/I. The
capacitor dielectric, consisting of about 100 nm of silicon
nitride, is patterned on top of the metal bottom plate to
yield a nominal capacitance density of 0.67 fFlp'm2.
The critical Schottky barrier contact is now formed. A
trimetal system of titanium-platinum-gold is used to form
a stable and highly reliable contact that exhibits low parasitic resistance and a low potential for electromigration.
The titanium adheres well to GaAs and does not easily
form alloys with it. The gold is highly conductive and

extremely resistant to corrosion or electromigration, but it
does interdiffuse easily with both titanium and GaAs.
Therefore, a thin layer of platinum is used to separate the
titanium from the gold and adheres very well to both.
Photoresist is first applied to the whole wafer and windows are defined where the metals will eventually be located. The three metals are applied sequentially in the
same evaporation system, and the unwanted regions of
metal are lifted off by dissolving the photoresist underneath. This process allows very good control of metal strip
geometries down to around 800 nm, which is near the
lower limit for optical lithography. A cross section of the
resulting Schottky contact finger is shown in Fig. 9d. The
same metal deposition and lift-off procedure is used to
form the top plates of the capacitors and to make connections between all of the various circuit elements (see Fig.
10a).
The entire circuit is passivated and planarized by a 1-pm

Fig.'12. Photomicrograph
of single
beam-lead diode mounted on a
coplanar waveguide structure for
nonlinear and linear testing at
microwave frequencies.
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thick coating of polyimide which is spun on and cured.
Contacts to the outside world are made by selectively etching vias (holes) through the polyimide to the desired metal
areas. Added areas of metal are photolithographically
formed on top of the polyimide and plated to several micrometers thick with gold to form beam leads or a second
contact metal layer (see Fig. 10b).
The wafer is mounted circuit-side down on a quartz wafer
and backlapped carefully to a thickness of S0 pm. A backside alignment to the patterned front surface is performed
using an infrared aligner to expose photoresist which defines etch channels. A chemical etchant is then used to
septrrate the chips and expose the gold beams. A completed
chip, mounted upside down on a microwave carrier, is
shown in Fig. 11.
Fabrication of modified barrier diode integrated circuits
is quite similar except for the addition of a mesa etch to
define the diodes and replacement of the Schottky metal
deposition with a low-resistance top metal deposition and
alloy.
GaAs Diode lC Characterization
During fabrication the wafers are monitored by periodically checking standard test patterns included on each
mask set. The patterns are probed and dc-to-l-MHz tests
are done as the IC is fabricated. From these tests we can
evaluate the quality of the circuit elements at various steps
in the process. Upon completion of the fabrication process,
each diode IC is tested with an automated test system which
screens the ICs for specified dc parameters.
Some applications require testing of parameters at microwave and millimeter-wave frequencies. This testing is more
difficult and is usually done on a sample basis. A fixture
useful for both linear and nonlinear testing at microwave
frequencies is shown in Fig. 12 in which a single beam-lead

Fig. 13. Diagram of finline test
package used lo test beamJead
diodes at millimeter-wave frequencies.

diode is mounted on a coplanar waveguide structure. A
network analyzercan be used to measurethe four s-parameters of this configuration. This data can be compared to
that predicted by a linear model of the device to find the
elementvaluesin the model that most closelyfit. Nonlinear
parameterssuch asharmonic generationefficiencyor series
power limiting can also be measured.
A fixture that has proven useful for millimeter-wave frequencies is shown in Fig. 13. This circuit consists of a
finline substratein a waveguide housing. The finline is
composedof a thin film of gold on a fused silica or sapphire
substrate that tapers to a narrow gap at the center. It provides a broadband,low-VSWR transition from the waveguide mode to a finline mode. A diode or diode integrated
circuit can be mounted at the neck of this circuit as shown.
Again, full two-port s-parameter measurements can be
made over the waveguideband using a network analyzer,
or nonlinear measurementscan be performed.
Gonclusion
Hewlett-Packardhas developedtechnologiesfor fabrication and design of custom diode integrated circuits that
operatebeyond 100 GHz. TheseICsform the basisfor many
of HP's new millimeter-wave instruments.but arenot available as separateproducts.
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UnbiasedSubharmonicMixersfor
SpectrumAnalyzers
Millimeter-Wave
by RobertJ. Matreci
XTERNAL WAVEGUIDE MIXERS areused to extend
the frequency range of a microwave spectrum analyzer beyond its frequencylimit for a coaxialconnector input. Since a microwave analyzer's local oscillator
(LO) has a typical range of 2 to 6.2 GHz, the mixers must
operateon higher-orderharmonics of the LO. To maintain
the analyzer'samplitude measurementaccuracy,individual
calibration and flat frequency response of the mixer are
mandatory. If there are no electrical or mechanicaladjustments to be made as a function of frequency (e'g., bias
current or backshort position), then wideband and automated spectral measurementsare possible.High burnout
level and ruggednessare required for reliability.
Even-Harmonic Mixer Design
The HP ttgzo family of waveguidemixersl is designed
for use with the HP 85668 Spectrum Analyzer or the HP
70000 Modular MeasurementSystem (Fig. 1). Six waveguide bands from 18 to 110 GHz are covered.
In the schematicof Fig. 2, a microstrip diplexer separates
the analyzer'sLO from the intermediatefrequency(IF)mixing product. The RF signal entersvia a taperedwaveguide
sectionwhich is terminatedby the diodes.The antiparallelpair diode configuration2gives improved conversion loss

over single-diode circuits since the conductance waveform
symmetry produces mixing products caused only by even
harmonics of the LO. Thus, less energy is lost to unused
harmonics. The back-to-back diode connection also increases electrostatic voltage damage resistance.
The diodes, Fig. 3, are a monolithic GaAs pair3 produced
by HP's Microwave Technology Division. A 25O-pm-diameter loop connects the two diodes and contains the evenorder current harmonics. The zero-bias capacitance C;o is
13 fF per diode and the series resistance is 24A, A polyimide layer passivates the diodes and contributes to the
excellent beam-lead pull strength of 15 grams'
A key factor in realizing constant conversion loss versus
frequency is the control of the odd harmonics of the LO
produced in the diodes. Although the conductance (mixing) waveform contains only even harmonics of the LO,
the input current contains only odd harmonics. If these
odd harmonics propagate away from the diode's location
and then reflect back from any internal or external element,
the desired even harmonic can be severely weakened by
the reentering signals. In previous harmonic mixers, these
destructive interference effects led to numerous spike-like
increases of conversion loss versus frequency, and a change
in bias current or backshort position was required to move

Fig.1. FourHP 11970waveguide
harmonic mixersconnected to the
HP 70000 Modular Measurement
System.
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Fig.2. Schematic of U-band (40to-60-GHz ) tenth-harmonic mixer.
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Fig.3. Beam-lead GaAs diode. (left) Photomicrograph of diode. (center) Layout of diode
(right) Schematicrepresentationof diode.
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the reconstructionphase away from cancellation.
For the HP 11970Mixers, odd-harmonicreflection from
the diplexer and the LO source system are eliminated by
the short produced at the diodes by the lumped first element of the 6.3-GHzlow-passfilter (LPF, see Fig. 2). This lo
metal-insulator-semiconductor(MIS) capacitor is also in
o
serieswith the RF signal, so it must maintain its shorted oo
J
condition throughout the RF band so that the entire RF
o
voltage can appear acrossthe diode, The capacitor'spad
o
dimensions arc 75 pm by 75 1trnand its silicon-dioxide C)
o
(SiOr) dielectric layer thickness is 440 nm. These small ()
frequencyto more
sizespush the capacitor'sself-resonance
than 110 GHz.
The waveguide 37-GHz high-passfilter (Fig. 4) follows
a symmetricalexp(cos30J
taper,aand preventsodd LO harmonics from reflecting from the out-of-band source mismatch of the systembeing measured.Early in the development proiect,a rectangular-to-double-ridge
taper was tried,
but the large variation in cutoff frequency along the taper
was itself a sourceof odd-harmonicreflection. Other especially troublesomesourcesare componentssuch as bends,
twists, and even the terminated arms of directional couplers, all of which presentsignificantreflectionsat or below
their cutoff frequency.
The high-pass filter's width taper is integrated into a
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Fig. 5. Conversion /oss versus conduction angle and LO
power for the eighth and tenth harmonics of a high-bariler
diode.

Fig. 4. A special taper (left) in the waveguide (right)acts as a 37-GHz high-passfilter and 4:1
impedance transformer.The taper is formed by numericallycontrolledmilling machinesaccording to equations describing the taper's dimensions.

t'u.uI
Single-Diode
Biased Mixers

3oo
o
o
J

go
.E
o
o

t
Optimum
Bias

o
20

Frequency(GHz)

24 rewrrrr-pacKARD JoURNALNovErvBER
i 986

Fig. 6. Conversion /oss versus
frequency for the 1B1o-60-GHz
range.

1197O}I CALIBRATION
SEB. N0. :

2521A00058

FFEO

JULY 11.

1985

CONV
L O SS
( D B)

FEF.
LEVEL
12 OFFSET
(DB)

10

FREO-

CONV. LO55

75.00

CONV. LOSS
1L.t

FEF.

1 1 .!

93.00

41.7

tL-7

76.00

41.0

11.0

94.00

41.9

I 1.9

7/.AO

41.4

11.4

95.00

42.2

12.?

74.00

41.2

11.2

96.00

42.3

12.3

79.00

41.4

tL.A

97.00

42.8

1?.4

80.00

47.4

11.{

98.00

42,4

12.4

a1-00

41.9

11.9

s9.00

12-7

12.7

42.00

4t.4

11.4

100.00

4?.4

L?.B

83.00

41.5

t 1.5

101.00

43.0

13.0

LVL OFs

BEF. LVL OFS-

a4.00

41.4

I 1.4

102.00

{3.1

13.1

45.00

4!.4

Lt.4

103.00

43.4

13.4

86.00

{1.6

11.8

104-00

43.4

13.6

87.00

4l-7

77.7

105.00

43-7

t3.7

88.00

41.5

11.5

106.00

43.9

13.9

89.00

41.5

11.5

107.00

44.0

14.0

90_00

4!-2

!1.2

108.00

44.3

14.3

91.00

41.5

I 1.5

109.00

44.4

74.8

92.00

41.6

11.6

110.00

43.9

13.9

Fig. 7. Each HP 11970 Mixer is individually calibrated for conversion /oss across its full frequency band. Data is entered into the mainframe spectrum analyzer to provide corrected
amplitude measurementsin the millimeter-wavebands.

modified exponential waveguide height taper,s which in
a minimum length lowers the waveguide impedance by a
factor of 4 to match the time-average impedance of the
diode.
The diodes are thermosonically bonded acrossthe reduced waveguide opening height (0.5 mm), one terminal
to the bottom wall and the other onto the MIS capacitor
attachedwith epoxy adhesiveto the top wall.
The relatively large local oscillator drive level required
(14.5 dBm to 16 dBm) is a result of the high diode barrier
height (V1at 1 mA : 0.73V) and the need for a large conduction angle. Fig. 5 shows that only conduction angles
greater than 140 degreeswill avoid nulls in the eighth or
tenth harmonic of the conduction waveform.
The eighteenth harmonic is required to reach the 75-to-

77o-GHzband, but the conduction angle null occurs close
to the standard14.5-dBm-to-16-dBmLO power range.The
conduction angle can be altered by using more LO power
or reducing the barrier height of the diodes. Since the various harmonic mixers are required to be compatible with
the LO drive available in the spectrum analyzer system,
the medium-barrier diode (V1at 1 mA : 0.28V) described
in the articles on pages 10 and 14 was developed. This
diode provides the same type of flat responseand insensitivity to LO variation at 110 GHz (n : 18) as the highbarrier diode does at 18 GHz (n : 6).

Performance Measurements
Conversion lossesfor each waveguide band from 18 to
MKR 34. ZI
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odd-order suppresionare shown.
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60 GHz are shown in Fig. 6. To demonstrate the improved
flatness and sensitivity of the unbiased HP 11970 Mixers,
the plot for a single-diode biased mixer is shown for the
casesof bias optimized at each frequency and a fixed bias
optimized at only the center of the band. An example of
the calibration chart that accompanies each HP 11970
Mixer is shown in Fig. 7 for the 75-to-110-GHzband.
The suppression of odd-harmonic mixing products and
the choice of a relatively low IF frequency (321 MHz versus
2.O5 GHz used previously) aids in reducing the spectrum
analyzer's display clutter. Becauseno RF preselectors are
available for these bands, responsesfrom harmonics adjacent to the one desired also appear. The antiparallel-pair
configuration suppressesthe adjacent odd responses and
the low IF frequency causesthe wanted N+ harmonic response and its N- harmonic image responseto be grouped
closely with no interleaving. The resulting full band display caused by a single input frequency has a certain
"order" to it (seeFig. S).Fig. I shows the samedisplay for
the earlier 2.05-GHz-IFmixers.
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Fig. 9. A-band spectrum analyzer
display for older 2.05-GHz lF harmonic mixers.Notethatthe image
responses (N- harmonics) interleave with desired N + harmonic
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PredictiveSupport: AnticipatingComputer
HardwareFailures
PredictiveSupporfsoftwarefortheHP 3000Computerlives
on the customer'ssysfemand notifiesappropriate
personnelof impendingfailures.
By DavidB. Wasmuthand BruceJ. Richards
I N THE BUSINESSof customersupportit is very desirable
I to identify and repair weak or failing products before
I they degradeto the point where the impact on system
users is significant. To this end, Predictive Support software for the HP 3000 Computer was created.
Briefly stated,PredictiveSupport is an HP 3000software
product that lives on the customersystemand periodically
examines the soft error rate of the various system components. When these rates approach uptime threatening
levels,the PredictiveSupportsystemautomaticallynotifies
the appropriate person so that corrective action can be
taken. The current implementation of Predictive Support
covers all system disc drives, magnetic tape drives, and
system memory.
Products being consideredfor predictive analysis must
have a high degreeof internal error detection and reporting
capability for Predictive Support to be effective. Once a
candidate has been selected,product experts from HP's
field ResponseCentersand manufacturingdivisions model
the degradation and failure modes of the product. The results are reduced to a set of product independent rules to
be incorporated into the Predictive Support product. The
definition of the rules is a dynamic process,sothe Response
Center experts must pay constant attention to the effectiveness of the rules establishedfor each product.

Predictive Support Software Operation
After Predictive Support is distributed to the customer
system, the analysis begins. Predictive Support executes
in four basic phases.First, error data is collected. Second,
the enor data is reduced to a generic format. Third, trend
detectionis performed,and finally, if necessary,the appropriate actions are taken to solve any problems. Overall
processingis controlled by the predictive monitor process.
Fig. 1 shows a graphic representationof the Predictive
Support architecture.
Predictive Support uses special utility programsto collect error data. Each utility is launched as a child process
and retrievesthe error data for a specific classof products.
Predictive Support currently usesthree utility programs to
collect data from system-maintainedlog files, internal disc
drive logs, and processormemory logs.
In the secondphaseof processing,the utilities translate
the myriad of error data formats into a common message
format, so the predictive monitor can use the same trend
detection algorithm to process the error data to determine
whether a failure is imminent on the specific system component. The messagescontain information identifying the
product and the class of error involved. In addition, enor
class specific information that is not needed for trend detection, but is necessaryfor further definition of the particu-

Predictive Support takes action by notifying either
the Response Center or the operator
To Response Center
(Datacomlink can
require operator
interaction)
Error data is reported in a
generic tormat tor trend
deleclion by the monitor

A history ot the last hundred or so
actions taken by Predictive Supporl
is printed atter every run.
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Fig. 'f . Structure of the Predictive
Support softvvare.

lar error, is appendedto the messageand passedon to the
eventual troubleshooter.
When the messagesare received by ihe predictive
monitor process for third-phase processing, the error data
is passedthrough a trend detection algorithm. If the results
indicate that an undesirable trend has been established,
the appropriateaction is triggered.For most products, the
vast majority of soft enors are normal and transparent to
the system users. The trend detection algorithm is described in more detail later.
Predictive Support Output
Taking the specified action is the fourth and final phase'
The predictive monitor notifies the appropriate person so
that corrective action can be carried out by the customer
or by HP support personnel. In caseswhere the customer
is notified (e.g.,a specific medium is marginal, or a drive
needs cleaning), the predictive monitor sends a message
to the console, informing the operator about the problem.
In caseswhere HP needs further investigation of a potential
problem, Predictive Support uses a communication link to
transfer the information directly to the Response Center
for investigation. At the end of every run of Predictive
Support, regardlessof the actions taken, a report is generated listing all of the messagesoutput during this and previous runs ofPredictive Support.This providesa hard-copy
record of Predictive Support activity.
The data communication link between the customer system and the Response Center uses the remote support
modem installed on most of the HP 3000 systems in the
U.S.A. At the end of the run, if messageshave been generated for HP support, Predictive Support requeststhe system
operator'spermissionto use the modem. Once permission
is granted,Predictive Support autodialsthe modem, if possible and allowable, calling into a secured port on the Response Center job managementsystem.A single file is then
transferred (with error checking) from the customer system
to the Response Center. At each step of the transfer the
customer has complete control over the connection.
At this point Predictive Support has completed its execution. In the cases where it has transferred action data to
the HP ResponseCenter, the FIP engineersmay investigate
the prohlem further and recommend the appropriate course
of action. Often this recommendation requires on-site action by the field customer engineer, but the downtime will
be scheduledat a convenient time. This advancewarning
saves the customer the inconvenience of unscheduled
downtime and allows IIP to schedule customer engineering
resourcesmore productively.
Trend Detection with Predictive Support
The objective of the Predictive Support software is to
monitor trendsin computer systemoperationasthey occur,
notifying the appropriate person when a trend indicates
that there may be a problem. It was obvious that some
statisticsmust be gatheredand analyzed,but the questions
of how to keep these statistics and what to count had to
be resolved.
To analyze system trends, we need to identify entities
that can be monitored in the hope of detecting signs of
impending failures. The most familiar source of failures

on a computer systemis the hardware, e.8.,peripheral devices. The entities that are monitored by Predictive Support
are referred to generically as devices. Nonperipheral devices such as memory are referred to as pseudodevices.
For each type of device that is to be monitored, some set
of significant programmatically observableevents must be
identified so their occurrence can be tabulated and
analyzed. The best example of an event to be monitored is
an VO error condition, such as a recovered read error on a
disc drive, As implied by the designation, these enors are
detected and corrected by the drive and do not have a
noticeable effect on performance or integrity. A single occurrence of such an event would not indicate a problem,
but when the frequency of recovered error occurrence
reachesa certain level, a pending failure may be indicated.
For trend detection, the frequency of occurrence of these
significant events must be calculated for each device being
monitored. Merely tabulating the occurrences of an event
will not, however, yield the frequency of occurrence. We
therefore need to track some other factor to weight the
occurrence of the significant event. Since simple continuous tracking of event occurrence and weighting factor will
lead to a dilution of the statistics, the accumulation of the
weighting factor must be limited to create a sample across
which the frequency of occurrence can be analyzed. The
sample can count something related to the event, such as
the number of disc accesses,or a time interval. To identify
an undesirable trend, a threshold must be defined where
the occurrence value, relative to the defined sample size,
is consideredundesirable.
In summary, to detect abnormal system trends, we need:
1) entities to monitor, that is, devicesand pseudodevices,
2) definition of significant eventsthat occur on the devices,
and 3) rules defining both the samples acrosswhich event
frequencies are monitored and the relative thresholds of
event occurrence where problems may be indicated.
Trend Detection Data Needs
The Predictive Support software system uses two major
data structures to manage the collection and analysis of
the statistics kept for detecting system trends. One is the
trend log, a repository for collected event occurrence data.
The other is the normalization matrix, which contains a
set of rules governing the logging of event data in the trend
log and the interpretation of the resulting trend data. The
matrix makes the trend detection process table-driven.
There is a unique set of events defined for each type of
device monitored and one or more rules in the matrix for
each event. A single element of the trend log is referred to
as a bucket and contains the current event occunence and
sample values, along with a time stamp associated with
the last time the bucket was updated. There is logically
one bucket in the trend log for each normalization rule
associatedwith each actual device or pseudodeviceconfigured on the system. The buckets are grouped into sets by
device type. The set size is determined by the number of
devices configured as the given type, leading to a one-toone correspondencebetween rules and bucket sets.
The rule has two parts that control the collection and
analysis of statistics in the buckets of its set: a bucket definition and an action specification. There are fields in the
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SystemsDesign for Worldwide Delivery of Customer Support
Customersusing HP productscount on fast, efJectivesupport
to maximizethe useof thoseproducls.HPmeetsthiscommitment
by providingsupportservicesfor hardwareand softwareproducts locallyfrom field officesand remotelyfrom centralizedResponseCentersthroughoutthe world.Thiscooperativeapproach
to support maximizesthe use of HP resourcesand returnscustomersto operationas quickly as possible.Fast deliveryof solutions,in turn, yields the parallelresultsof increasedresource
availabilityand decreasedcost of ownership.
The developmentof systemsand toolsto be used in the problem-solvingprocess-including the softwaredescribed in this
issueon pages30 to 56-is the charterol the KnowledgeSystems
Laboratory,a part of HP'sCustomerSupportOperation.Another
part of the operation,the SupportSystemsLaboratory,develops
the managementinformationsystemsused in the process.
In evaluatingpossible projects for the Knowledge Systems
Laboratory,we identifyseveral areas of focus. To increaseresourceavailability,we concentrateon the followingapproaches
to problem solving: predicting failures before they occur, respondingquicklywhen they occur, repairingproductsrapidly,
and diagnosingproblem causes accurately.To decreasecost
of ownership,we concentrateon solvingproblemsquickly,solving problems once, managing both human and materiairesourcesefficiently,minimizingtrainingcosts, and sharinginformationon a worldwidebasis. Since the problem-solvingfocus
areas interrelate,many proposed projectsmake improvements
in more than one area.
Althoughall softwaredevelopedby our laboratoryis intended
for internaluse only,it is subjectto the same standardsof quality
as externalHP software.All projectsselectedfor development
must be designedto user specificationsfor functionality,usability, performance,reliability,and supportability.Expert systems
tools must meet the additionalcriterionof an easy{o-update
knowledgebasefor long{ermusability.Updatability
thusbecomes
anothercriterionguidingthe design of our projects.Someappli-

bucket definition that define the bucket's sample value in
terms of the normalization method and maximum size. The
method specifies whether the sample is a time interval or
an accumulation of some other event (e,g.,disc accesses).
The sample value in the bucket cannot exceed the
maximum size defined in the rule. If the logging of event
data causesthis condition to occur, the occurrencesrelative
to the obsolete portion of the sample must be discarded
before the new event occunences can be added in. The
formula used to reduce the occurrence value when this
overflow condition arisesis describedin detail in the box on
the next page.The bucket definition also includes the event
occurrence threshold. If after event data is logged the bucket's event occumencevalue is at or above the threshold,
the action defined by the action specification part of the
rule will be taken.
The actions of the Predictive Support system will frequently involve communication with human users,namely
the customersand/or HP's support engineers.After the message is sent to the appropriate person, there are three options: the bucket values (time stamp omitted) can be left
alone, reset Io zero, or reset with event processingsup-
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cationsmay call for ultimatedeliveryas seltcontainedor closed
systemsfor which we maintainthe contentswhileothersare best
deliveredas operatingshellsfor which we provideonlythe structure and the user maintainsthe contents.
One project that promised positive results in both resource
availabilityand supportcostswas the capabilityto predictfailures
on key elementsof an HP 3000 system.Sinceelectromechanical
devices account for a significantamount of system downtime
(and a correspondingamount of on-sitecalls),these products
were identifiedas likely candidatesfor proactivesupport techniques. Error detection and reportingcapability proved to be
equally importantfeatures for products suited to this type of
support,and disc drives,tape drives,and systemmemorywere
ultimatelyselected as subjectsfor our PredictiveSupport software project.The softwaresystem revolvesaround a single algorithm deliveredas a closed system to customers.Predictive
Supportsoftwarehas provensuccessfulin increasingcustomer
system availability,scheduling on-site visits, and centralizing
customersystem information.
To improve resultsin the areas of rapid repair and accurate
diagnosis,another project team focused on the area of expert
systemsfor use by field and ResponseCenterengineers.Since
success with these systemsdepends on a clearly defined domain, the specialtiesof HP 3000 dump analysis,asynchronous
terminal{o-HP3000 datacom links, peripheraltroubleshooting,
and systemconfigurationwere selectedas the domainsof four
separateprojects.As some of the first practicalapplicationsof
knowledgeengineeringtechniques,the projectshavemade contributionsto the trainingof engineerswith limitedexperienceas
well as to the skill levelof engineerswhoseexpertiselies outside
of these domains.
Blenda Mariani
ProductSupport Manager
KnowledgeSystemsLaboratory

pressed (only if the bucket has a time normalization
method). For example, some disc deviceshave their own
microprocessor controller for which the software is held
in ROM. The utility for examining their logs only supports
the current (and future) ROM revision, and it checks the
revision level before reading the drive logs, reporting an
event if the customer's drive is using an unsupported version. This condition is then reported to the Response
Center, and a service call is initiated to upgrade the ROM.
Service calls of this nature are usually scheduled weeks in
advance, so there is no need to continue reporting it each
time Predictive Support is run. For this reason, event processing is suppressed for that bucket for the length of the
sample size (3 weeks).
Predictive Event Processlng
During event processing, the predictive monitor
launches each utility, one at a time, and waits for it to send
a message.It wakes up when a messageis received, and if
it is an event record, the following algorithm is performed
to log the trend data:

r Use the device identificationinformationto find the first rule in the
normalizationmatrix.
r Read lhe trend log valuesassociatedwith the rule, and use the time
stamp, along with the event record's time stamp, to compute the
intervalto be used as the event record'ssamplevalue for ruleswith
a time normalizationmethod.
r FOR EACH rule associatedwith the event numberand devicetype
specifiedin the event record,log the event record'strend data into
the trendlog as follows:
lF the rule has a suppressaction,
AND the bucketis suppressed,
AND the time sincelast uDdateis lessthan the rule'smaximum
sample,
THEN skipthe followingsteps,continuingwith the next
rule.
Usethe algorithmdescribedin the boxon the rightto logthe event
data into the trend log.
lF the bucket'snew event occurrencevalue is greaterthan or
equalto the thresholddefinedin the rule,
THEN take the specifiedaction by outputtingthe message
to the appropriatedestinationand optionallyresettingthe
bucketvalues and suppressingfurtherevent processing.
r Continuewith the next rule and, when all ruleshave been applied,
wait for the next message.

Conclusion
Using the files and algorithms describedin this article,
the Predictive Support software system collects meaningful
system data. This data is gathered and analyzed in terms
of statistics that provide insight into the trends of computer
system operation. This information can then be used to
detect abnormal system trends in an effort to identify and
repair weak or failing products beforetheir impact on system users becomes significant. Clearly, not all failure
modes of products manifest themselves as .degradations
before eventual failure. But for those frequent caseswhere
this does occur, Predictive Support is quite effective.
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LoggingEvent Data in the Trend Log
Logging event data involvesadding the event record values
to the currenttrend log values.The resultingevent occurrence
value is then comparedwith the thresholdto determinewhether
to take action.
Three pairs of values are used for trend detection.X values
are associatedwith event occurrencesand Y values are associatedwith the samplevalues.In this description,each of the
pairs will have a subscriptdesignation.
The count and weight
valuesfrom the event record use the subscripte. For example,
methodis time,Ye:time since last update.
if the normalization
The trend log values for current event occurrenceand sample
valuesstoredin a bucket use the subscriotb. The thresholdand
maximumsample values defined in the normalizationrule use
the subscriotr.
When an event record'svaluesare logged,one of three mutually exclusiveconditionsexists.The equationsused to set the
new bucket values in each case are as follows:
Case 1: Y">Y, (eventsamplelargerthan maximum)
X6 e (X.l/.)Y,
Yi, - Y,
Case 2: (Y.+Yb) <Y, (bucket sample will not overflow)
X u- X o * X "
Yo e Yu-FY.
Case 3: (Ye+Yb)>Yr(bucket sample will overflow)
Xo + X6-(XsffbxYb+Y.-Y,) +Xu
YoeY'
Under Case 1 the eventrecordvaluescoverthe entiresamole.
so the old statisticis discardedand the ratioof the event record
valuesis multipliedby the maximumsample,resultingin the new
Xo value.
Under Case 3 an attemptis made to discard obsoleteoccurrences,so the statisticis evaluatedonlyfor the samplespecified
in the rule.The Xb value must be normalizedbeforeX. is added.
The amountof overflowis multipliedby the current ratio of the
bucket (i.e.,frequencyof occurrence),and the resultis subtracted from Xo beforeX. is added.
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AIDA:An ExpertAssistantfor
DumpReaders
programincreaseshuman
Thisexpert-sysfem-based
readers'productivityand successrafein HP3000memory
dump analyses.
by Lynn R. Slater,Jr., Keith A. Harrison,and Craig M. Myles
IDA (Automated Interactive Dump Assistant) is an
application that is designed to assist the human
dump readerin the analysisof memory dumps taken
from the HP 3000 family of computers.
Dumps (seebox, next page)arereadfor two main reasons.
The support engineer may simply want to know what the
problem was, to provide a workaround in as short a period
of time as possible.Alternatively, the engineermay wish
to determine the precise sequenceof events that caused
the failure. to effect a cure.
Dump analysis requires an unusual set of skills. The
dump reader must be very familiar with the details of the
operating system and its subsystemsto relate memory locations to memory contents at the time of the dump. The
dump readerneedsto be able to scan dynamic links, identify the role of each memory portion, determine what was
happening at the time of the dump, determine what is
unusual, and from this determine the general nature or
exact causeof the problem.
In analyzing a dump, a dump reader must know many
details. Many operating system data structures are variable
in format. Normally legal values may be inappropriate depending upon other parts of the dump, and normally invalid values may be appropriate for short times as the
operatingsystemupdates other values.Dumps may be the
expected result of an improper configuration, may be a
known problem with complex symptoms, or may be
unique. Also, the direct causeof a problem may have been
the result of memory improperly modified by some other
cause.The initial causeof the problem may not be in memory or may have been overwritten by the effects of the
problem.
Dump readers are hindered by the lack of any single
source for their detailed knowledge. Within Hewlett-Packard, the dump reader'stask is further complicated by our
commitment to supporting multiple versionsof the operating system. Our dump readers must master differing sets
of detailed knowledge for each version. An expert system
provides a central repository for this information and also
guaranteesthat it will not be forgotten or lost as experts
move to newer releasesor changejobs.
We cannot reducethe inherent complexity of the dump,
but we can try to encapsulatethe detailed knowledge,
which can then be thought of as rules,l in a tool. Reducing
the amount of detailed knowledge neededto read a dump
both speedsdump analysisand increasesthe pool of dump
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readers. We can further reduce the time needed to read a
dump by allowing user management of the information
presented.
All this detailed knowledge must then be applied to every
significant portion of memory. Any portion may be corrupted, and any corruption is a clue to the nature of the
problem. Humans cannot apply their expertise to every
portion of the dump and still complete the analysis in a
reasonable amount of time. Instead, they must start from
a few leads and try to discover the portions of memory
worth detailed analysis. On the other hand, an automatic
tool can scan each portion of memory as it is first encountered and report unusual conditions to the dump reader.
Human dump readers,relying on personalexperienceand
knowledge unobtainable (or uncodable) to the tool, can
then decide the significance of the corruptions.
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Fig. 1. Typical corruptions detected by AIDA.

What [s a Memory Dump?
A memory dump is a copy of the contents of a computer's
dynamicmemoryalongwith other key informationsuch as register contents,l/O channelprograms,and virtualmemory.In effect,
a memorydump is a snapshotof what the computerwas doing
at the time of the dump. The dump is oftenmade by special-purpose programsthat eitheralways reside in memoryor are supported by firmware.These programsare normallydesigned to
make no use of the operatingsystem and write the contentsof
memorydirectlyto a tape.
Many tools exist to find a problem if a regular application
program fails. These tools may run as independentprocesses
that examineor modifythe data or code oJthe applicationprogram. However, if the operating system fails, diagnostic programs will not be able to run untilthe systemhas been restarted
and the evidenceof the problemdestroyed.Therefore,a memory
dump is taken to capturethe stateof the machineat the moment
oJthe failure.Memorydumps preservethe evidenceof the problem for later diagnosis;often this is the only evidence.Without
dumps, experts can only make educated guesses about what
might have happened.Even if the problem is theoreticallysolvable withoutdump analysis,the dump is often a good first clue
to the cause.
Operatingsystemsmay fail for many reasons.The CPU may
encounteran illegalinstructionin privilegedcode, externalinterrupts may occur faster than they are resolved,the operating
systemmight believethat it has no work to do or be waitingfor
somethingthatwillneverhappen,or internalroutinesmightdetect
abnormalitiesof such seriousnessthat they call system failure
routinesratherthan risk destroyingstillvalid data with continued
processing.Most often, these are the final steps in a problem
that has already happened.
In additionto AIDA, there are two tools for the dump reader:
I DPAN is a program that formatscertain tables and memory
from the dump tape and producesa line printerlisting.Users
are Jaced with two options.They can print ihe whole dump,
an unattractiveoption particularlyfor the larger machines,or
they can second-guessthe problem,print certaintables,and
then,il more informationis needed,printadditionalinformation
as required.
r IDAT is an interactiveversionof DPAN.lt offersa differentset
of formattedtables than DPAN, but presents informationinteractivelyupon demand. IDAT is also capable of accessing
a dump tape on a remotemachine.To use IDATsuccessfully,
the user needs to be very skllled in dump analysis.

Automatic conuption detection alone will rarely solve
a dump. Most often it is just the first step.The corruptions
indicate why the system failed, but you must know why
the corruptions occurred to solve the problem. This is the
real task of dump reading,Experienceddump readersoften
scan source code or unconupted memory for clues. Even
if some of this processcould be automated,there will still
be portions of dump analysisthat will depend upon a person's ability to solve problems never before encountered,
Until a tool can guarantee an automatic solution to any
memory dump, human dump readers will be involved'
Therefore, to allow the user to pursue the problems the
tool did not solve, a good dump reading tool should act as
an expert formatter as well as an automatic analyzer.

AIDA Overview
AIDA provides the following capabilities:
r The automatic detection of simple data structure or subsystem corruPtion
I The automatic analysis of sometypes of classproblems
r Ergonomic presentation of data from the dump.
AIDA is an expert-system-basedapplication intended for
use by support engineers in the HP ResponseCenters, HP
Customer Escalation Centers, or FIP product divisions to
solve customer problems in less time and with more confidence that the problem will not recur. It can also be used
by product divisions to debug new operating system components.
AIDA concentrates on trying to identify the problem automatically while providing dump readers with the tools
to pursue their own lines of inquiry'
AIDA automatically detects standard problems such as
resource deadlocks, and eliminates the need for the human
dump reader to processthesewell-defined problems. AIDA
also detects most forms of corruption in MPE tables or
subsystems.(MPE is the Multiprogramming Executive, the
HP 3000 operating system.)This automation freesthe dump
reader to concentrate on the more challenging aspects of
the dump. However, AIDA cannot automatically examine
the entire dump because of the dump's large size and the
need for dump readersto have fast interactive results' Fig.
1 shows typical corruptions detected by AIDA.
While AIDA cannot guarantee an automatic solution to
any problem presented, it is a superior formatter which
makes it easy for dump readers to pursue independent
lines of inquiry without changing their environment or
their thought flow.
Assuming that the problem is not automatically detected
by AIDA, or the user wishes to determine why the problem
occurred, the reader can display any table or data structure
resident in memory at the time the dump was taken. This
data is displayed in as informative a way as possible. As
the user directs AIDA to bring in more information from
the dump, this new information is automatically scanned
for errors or inconsistencies;these discoveriesare added
to a special corruptions databaseand reported. The corruptions can often guide dump readers to a problem or
symptom that otherwise may have gone unnoticed.
In practice, human dump readers do not normally completely analyze every dump they process.At times they do
not invest the effort needed to follow the complicated
chains that AIDA does and either give up or need a second
dump for comparison. A maior contribution of AIDA is its
superior formatting, which allows it to follow these chains
automatically. Hence, with AIDA the solution rate goesup.
It does not just speedup the process,encapsulateknowl-

Dump
lmage

Fig.2. AIDA runs on an HP 9000 Series200 Workstation.A
process on the HP 3000 called the dump access method
sees the workstationas a terminal.
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edge, and let nonexperts read dumps, it makes problems
solvablethat were not solvablebefore.
Environment
AIDA runs on an HP 9000 Series200 Workstation running underthe Pascal2.1 operatingsystemwith a minimum
disc size of +S megabytes.This configuration was chosen
becauseit was compatible with the prototype version of
Hewlett-Packard'sAI developmentenvironment.l
To obtain information from the HP 3000 dump tape, the
strategydepicted in Fig. 2 was adopted.A processon the
HP 3000 (the dump accessmethod) seesthe workstation
as a terminal, Whenever the workstation requires information from the dump it sendsa messageto the dump access
method, which parses the request, extracts the relevant
data from the disc image of the dump tape,compressesthe
data, and writes it out to the workstation. All data transfers
are checksummed and numbered for safety.
The HP 9000 portion of AIDA runs in a Lisp-basedenvironment which provides compiled and interpreted Portable Standard Lisp,2 objects,3and an EMACSlike editor
called NMODE.'' The NMODE editor supplied the code
developmentenvironment as well as the foundation of the
user interface. AIDA can be thought of as an NMODE extension that generatesand manipulates data in ways particularly suitable for dump reading. Most of the information
management described later in this article is taken from
NMODE. By building on top of NMODE, AIDA is able to
support any number of independent buffers, any number
of windows on a largenumber of devices,infinite scrolling
horizontally as well as vertically, context sensitive on-line
help, list browsing with filters, and other features with
very little development effort. These features are all benefits of the standard user interface utilities supplied by
NMODE. Without these features. AIDA's contribution
would be significantly lessened.
Knowledge Acquisition
When human dump readers start to read a dump, they
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Fig.3. Formatted header section of the MPE logging table
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Fig. 4. A portionof the formafteddatasectionof theloader
segmenttable.
scan the dump looking at the registers, process control
block table, and other areas,trying to get a "feel" for the
state of the machine. If they spot something that doesn't
feel right, they direct their energies to trying to explain
their observation before resuming with their initial search.
The AIDA project determined and subsequentlymodeled
the knowledge of the operating system, machine architecture, and typical searchorder by taking protocolsof human
dump readersanalyzing selecteddumps. A mixture of standard test casesand random dumps supplied by customers
was used. It was found beneficial to choose the experts
carefully. The most useful were engineers who were able
to communicate easily. Also, the less experienced engineers were preferable becausethey still performed their
analysesdeliberately. As they becamemore competent they
tended to work more instinctively and it was harder to
determine why they worked the way they did.
Analysis Phase 1
The first phase of analysis is designed to emulate the
human dump reader's initial scan; it gathersthe minimum
amount of initial facts needed to begin processing. The
connection to the dump accessmethod is created and the
dump file opened. AIDA checks the file type and a few
memory locations that allow AIDA to decide whether the
file is a dump file taken from MPE V/E or later. AIDA then
extracts and locally caches a predefined set of data via the
dump access method. As this data is brought in, it is
scanned by the automatic corruption detectors. It is possible that nothing unusual will be found during this first
pass.At the end of this phase,the user knows miscellane-

ous data such as CPU model, operating system version,
time of failure, system failure number, cunent instruction
(automatically decompiled), console device, and last sysAlso, if the dump is from a system
tem welcome messages.
failure, explanations of the failure, probable causes and
resolutions, and the calling modules or procedures(and the
line of code within them) are extractedfrom separatemaster
lists maintained by the MPE development laboratory, the
ResponseCenters,and each dump reading site. This process takes less than 90 secondswith a 1200-baudphone
link. The dump reader can direct AIDA to verify the HP
3000's configuration or scan and verify key tablessuch as
the CST, DST, and PCB during this initial phase'This additional processingrequires extra time.
Analysis Phase 2
Once the initial phase of data collection and analysis
has been completed, all discovereddump inconsistencies
are reported. The dump reader can now scan these messagesand the miscellaneous facts derived from the dump
to decide what to do next. The dump reader can have AIDA
executea user-defined suite of commands that may uncover
further corruption while the reader works at some other
task.
At this point, the dump reader is using an interactive
formatting tool. Each time new data is requested, AIDA
automatically scans it for corruptions. This fetch and scan
on demand strategyis necessarybecausethe size of a dump
prevents automatic scanning of all of the dump in a time
acceptableto an interactive user.
lnternal Structure
AIDA keepsthe formatting and corruption detection task
separate from the control, presentation, and information
management (user interface) task. This helps keep the
knowledge of MPE separatefrom the user interface design.
The tasks are interdependent and both tasks are always
active.
Formatting and Corruption Detection
There are many tables and subsystemsused in MPE, but
generally only relatively few are significant to any particular dump. To reduce our memory requirements,AIDA has
adopted a load on demand strategy:the AIDA code required
to format or analyze a table or subsystem is brought into
memory only as that table or subsystem is requested by
the user. Besidesreducing our memory requirements,this
strategy has helped us keep our code very modular and
structured so that additional tables or subsystemsare easily
added. AIDA does not have the capability to unload code
once the formatting or corruption detection is complete.
While this could theoretically cause AIDA to run out of
memory as it readsa dump, this has only happenedunder
-_.-r

cr

maximum test conditions on our smallest workstations.
To add a new table or subsystem formatting capability
to AIDA, entries are added to internal AIDA tables. These
tablestell AIDA what command or commandsuse the code
in the new module, the corruption checks performed by
the module, and how to find the module. Each module
also lists what other modules it needs loaded. The user
interface portion of AIDA keepstrack of the loaded modules
and ensuresthat all the appropriatecodeis availablebefore
the execution of any command.
All modules call upon a set of fundamental utilities that
accessmemory, format fields, validate value ranges,manipulate internal data structures or objects, supply data to
the user interface, extract or set particular bits, or perform
other low-level internal manipulations. All routines are
written with the expectation that their argumentsmay have
been derived from a portion of the dump with undetected
corruption and thus may be nonsensible. The utilities return special innocuous values that will let the corruption
become visible to the user without aborting any part of
AIDA. This lets AIDA handle dumps with corruptions not
anticipated by the expert who wrote the module. In the
few caseswhere a routine does terminate abnormally, the
structure of the Lisp environment and the NMODE editor
underlying AIDA allows a graceful recovery where a command, column, or row is inaccessible,but the rest of AIDA
still runs. Users can always display the unformatted raw
memory to discover the nature of the corruption'
Table and memory reference routines are among the
utilities available to the formatting modules. These are the
only routines that actually access the dump data' These
routines keep track of which portions of the dump have
been accessedand causethe appropriate consistencyand
corruption checks to execute whenever new portions of
They are,in effect,forward chaining
the dump areaccessed.
rules whose firing is based on the availability of data' Thus
every portion of the dump is checked and corruptions reported as soon as the data becomes available to AIDA'
Corruption checks that depend upon the data from more
than a single portion of memory may bring in all desired
portions of memory whenever any portion is brought in,
may wait until all portions are brought in, or may execute
when most of the memory is brought in. AIDA MPE experts
used all these strategies in coding different corruption
checks.
There are basically two kinds of formatting: tables and
subsystems.
Table Formatting. The formatting of a table involves displaying a single logical MPE structure as it appearsto MPE'
MPE is a table-driven operating system and the examination of tables is vital to dump readers.A table consistsof
a header section and a data section.Entries in the header
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segmenttableas shownin Fig.4,
but filtered lo show only Program
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section apply to the table as a whole and may contain
information such as number of entries, entry size, first free
entry, etc. The data section is divided into any number of
entries,eachof which appearsas a row and relatesto some
internal MPE logical entity. Each entry is further subdivided into any number of fields, which appear as the
columns of the table.Sometablesdo not haveboth sections.
Our observations of expert dump readers showed that
they are concerned either with some aspect of the whole
table or with just some particular entries. They rarely
examine the header and the data portions of a table at the
same time. AIDA displays these sections independently.
Fig. 3 shows a formatted table header section and Fig. 4
shows a formatted data section.
All table formatting is driven by a standard formatter.
For the headersection,the table specificcodejust specifies
the labels of the entries and later the formatted values of
the entries for eachparticular instance.For the datasection,
the table specific code specifies the labels of the fields
(which become the columns of the table) and later the
formatted values of the fields for eachrow. The transformation of this internal data into a display is handled by the
control, presentation, and information management portions of AIDA. A key point of both table sections is that
the table specific formatting routines are concernedonly
with the MPE specific logical format of the table and not
with any of the implementation details such as screen
width or whether the table is to be printed on paper.
AIDA often displays data that does not actually exist in
a table but is logically related.If a table contains information about anothertable,this information may be displayed
in the header section of the other table even though MPE
doesnot physically store it there. Similarly, rows may have
columns added where the data is taken from other tables.
Where there is a great deal of related data for a row, and
where this data would overwhelm the user if presentedfor
all rows, AIDA will display a simple form of the rows but
will let the user expand any row (Fig. S). When a row is
expanded, formatter routines are called with the row and
table as argumentsand can return any amount of data taken
from any number of dump locations, The nature of expansions varies greatly with each table. For example, code
segment table entries expand into decompilations of the
actual code segment,and device information table entries
expand into the channel programs. MPE tables were deTable
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signed for customer performance and not for dump reading;
these logical enhancements to the actual table structures
make MPE more readable.
Subsystem Formatting.
The formatting of a subsystem
involves retrieval of data from many portions of the dump.
AIDA includes in subsystem formatting the presentation
of data that, while not a table or subsystemto MPE, is seen
as logically related by a dump reader (Fig. 6). The display
of DS users is an example of formatting of a true MPE
subsystem(Fig. 7). The display of all of the executingprograms along with user name, job or sessionnumber, and
capabilities is an example of useful information that is not
properly a subsystemto MPE. Unlike the tables, there is
no common structure for subsystem formatting.
Control, Presentation, and Information Management
The user interfacefor AIDA presentssome special challenges. The human dump reader, analyzing a formatted
printout of the dump, is generallyjuggling many piecesof
information, using pens, rulers, paper clips, etc. to mark
placesin the dump. Ideally, a user interfaceshould provide
the same capability. The user interface should assist the
dump reader in the location and interpretation of the data.
The user should not have to refer to an external architectural design document such as the MPE Tables Manual.
Multiple Buffers and Windows. Any number of tables or
subsystemsmay need to be visible simultaneously. Initially, AIDA offered a table selection menu and graphics
tablet to select an MPE table and an icon representing the
desired action. However, the combination of pen and
keyboard proved cumbersome and the keyboard alone became the input device.
AIDA adopted from NMODE the ability to display any
number of buffers with independent data in any number
of windows. Each buffer can be thought of as a separate
dialog between AIDA and the user. This independence
allows the user to pursue many trains of thought. These
buffers are very similar to the ones used in the EMACS
editor. The underlying NMODE editor allows quick and
natural motion from buffer to buffer. Except for textual
commands, userscan navigate through AIDA and the dump
with single-keystrokecommands. For performancereasons,
AIDA limits users to two windows on devices that are not
bit mapped.
One of the buffers, the MPE tables browser, contains a
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Fig. 6. An example of subsystem
formatting. Ihls shows tuning and
table use information.

list of all MPE tables available in the dump (Fig. 8). Users
move the cursor to pick a table and use'single-keystroke
commands to read it. Another buffer accepts subsystem
formatting commands and creates new buffers to display
each subsystem. Another buffer contains optional values
that the user can edit to control AIDA's operation'
Inforrration Reduction. A major problem in any dump
analysis is information overload. Most of the dump is of
no significance to the problem. Normally, a dump reader
analyzes a dump in a constrained and fleeting manner. It
is normal to consider only one or two words of a table
before going to a different table. The dump reader's task is
to find and isolate the significant portions of each table or
subsystem. Tools that just list formatted memory (either
on paper or to a screen) are of no assistancehere; the significant data is mixed with the insignificant. Rather than
just listing to a screen,the user interfaceof AIDA receives
tables from the formatter in a data structure that preserves
rows and columns. Initially, the whole table is displayed'
but facilities exist for the user to control which columns
are displayed and to filter down to those entries that have
a field equal to a given value (Fig. 5). This filtered list can
be subsequentlyfiltered. For example, when given a formatted processcontrol block table 314 characterswide with
500 entries, a user might choose to look only at the
wakemask (a column of the PCB table) of those entries that
representnonuser processesthat are critical, hold an SIR,
and are impeded. Instead of searching a display of gta
charactersby hundreds of lines, the dump reader examines
only two lines of 71 characters.This column and row specific filtering can be applied to any AIDA table format. The
table-driven nature of MPE means that the user interface
does not need any understanding of the semantics of the
fields for the filtering to be significant in most cases.Also,
for most tables it is possible to select an entry for a more
detailed explanation.
The varied nature of subsystem formatting prevents
AIDA from providing a general information management
scheme such as the column selections and filters used on
tables. Instead, the formatting is initiated by textual commands from the user (Fig. 9). These commandsaccept arguments that control the nature and depth of detail of the
resulting display. Generally, a fresh buffer is created for
each command,but AIDA avoids buffer overpopulationby
combining the results of short formatting commands into
a single buffer known simply as OUTPUT.The subsystem
formatting interface is designed to simulate an interactive
IDAT session.This design easesthe dump readers'transition into using AIDA.
On-Line Help. The usability of AIDA is enhanced by a
context sensitiveon-line help system.The user can ask for
help from anywhere in AIDA. The underlying NMODE
editor knows what buffer the user was in and from that
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determines the purpose of the buffer and the appropriate
help chapter. A buffer is created containing this chapter
and substituted for the buffer the user was in. If the chapter
does not contain the necessaryin{ormation, the user can
go to the on-line help table of contents and chooseanother.
Users are returned to the original buffer when they leave
the help system. MPE inJormation useful to dump readers
is also included in the on-line help system.This includes
known entries into system failure routines, probable causes
of system failures, and the meaning of each field in any
table that AIDA formats.
Preservation of AIDA Sessions.Dump readers do not always completetheir analysisof a dump in a singlesession.
AIDA provides the ability to savea partially analyzed dump
in the current state. All processing done, all dump data
read, and all corruptions found are saved to disc. This
feature allows a dump reader to respond to interruptions
or wait for a responsefrom another location and later continue from the same point.
Rules in AIDA
Readersfamiliar with expert systemsmight have noticed
that the changing detailed knowledge required by experts
to read dumps seemsto offer an ideal application for rules
in a traditional expert system.AIDA startedfrom this observation and initially used techniques similar to those described in the articles on Schooner and IPT (pages42 and
a8). The results were acceptable except for performance.
Upon examination it turned out that formatting and most
error checksfollow a simple path with few control branches.
Rules and traditional inference engines search a large rule
domain for applicable rules to fire. This "hunt and peck"
approach is very flexible and suitable for systems where
there may be any number of rules in arbitrary order that
becomeready to fire in an unpredictableorder. However,
consider the case where rule B will always fire after rule
A and at no other time. Unless the rule selection strategy
is perfect, execution is faster if rule A and B are combined.
Consider the casewhere rule C or rule D will fire after rule
B and at no other times, These rules co.uld be stated with
a reformulation of rules A and B as part of their predicate
along with whatever condition selectsrule C over D or vice
versa. Traditional inference engines would search the entire rule domain, evaluating the predicate of all rules encountered until rule C or D is discovered.Again, unless
the rule search strategy is perfect, it would be faster to
combinerules A, B, C, and D. (Also,many inferenceengines
would have reevaluated the portions of rules C and D that
had already been evaluated when deciding to fire rules A
and B.) As these rules are combined, procedures are
created;the longerthe chain, the longerthe procedure.The
merger of rules A, B, C, D can be expressedas follows:
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requires a largely independent body of knowledge. Dump
analysis is a large problem domain, but the domain is divided into well-established,distinct subdomains-process
hangs, system failures, flying bytes, etc. The knowledge
base is compartmentalizedand in each compartment the
knowledge is easily expressibleas procedures.This subdivision makes the problem manageable.
Initially, AIDA held detailed knowledge exclusively in
rules, but thesewere gradually condensedinto procedures
until AIDA had very few rules left. These remaining rules
were incorporatedinto proceduresin the appropriatemodules and all new tables or subsystemswere createdwith
procedural corruption detection schemes.The strategyof
scanningfor corruption on the first accessto any memory
portion seryes to make these procedures essentially forward chainingrules.As we did this, performanceimproved
dramatically.For example,a resourcedeadlockcheck that
had taken over five minutes was reduced to less than two
seconds.
Lessons Learned
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Fig. 8. Ihe MPE tables browser, a list of all tables availabte
in the dump, is the starting point for all table access.
lF <Predicateof rule A>
THENBEGIN
<Action of rule A>
lF <Predicateof rule B exceptthose parts stated in rule A>
THENBEGIN
<Action of rule B>
lF <Conditionthat distinguishesrule C lrom rule D>
THEN <Actionfor rule C>;
ELSE<Actiontor rule D>:
ENDIF;
END;
ENDIF;
END;
ENDIF:
AIDA is fortunate that in MPE each table or subsvstem
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Rulesore not o necessorycomponentof o., u"p".t'ryrt"-.
The history of rules in AIDA is probably the most significant lesson for others thinking of developing expert systems.Rulesare not a requirementfor a expertsystem.AIDA
is no less expert with procedures than it was with rules
and seemsto be just as easyto modify. Basically,rules do
not provide acceptableperformancefor low-level detailed
checks performed many times. Applications with wellcompartmentalizedknowledgemay do bestto avoid rules.
We do expect rules to reappear in the next phase of
AIDA. Now that we have this foundation of accessible
dump knowledge,we can add rule systemsto perform tasks
such as deciding what portions of memory are likely to be
significant and filtering for them, or deciding what AIDA
command an expert user would use next given what AIDA
has already discovered.For this phase,we will probably
usearules systembasedon the sameprinciples asOPSS.5'6
Supply more thon expertise.
The other lesson learned from AIDA is that an expert
system that does not solve every problem presentedwill
not gain acceptanceunless it also acts as a tool for the user
to solve the remaining problems. If AIDA had not been an
expert formatter, it would not have been used becauseit
could automatically solve relatively few special casesat
first. By being part of the normal work flow, AIDA can
make incremental contributions in each step by relieving
the dump readerof having to check all the fields and tables
manually and by sometimesfinding a problem on its own.
If AIDA were not an expert formatter, each dump not automatically solved would count against it. Instead, each
dump AIDA automaticallysolvesis justification for further
use.
Acknowledgments
Many individuals and organizationsin HP have contributed in numerous ways to the successof AIDA. However,

Pr(ess
F
F
F
F

PINS
PINS, IUP
PCBI,pIn]
PCB pin I.STT

W ACIIVE
w p1n

w
DR
F DR pin
F REGS

F
F
T
F
F
F
F
F
F

User code/Data
STACK[,dstt,level]l
PcB pin sTAcK[,1eve1]
PCB pin MARKmS
CO cst,STI[,n]
COX cst,STII,n]
CHBCI(SU}I[,cst]
LIVIAP[ , NEW]
LMAPI,BUILD]
PROGS
CI
ICS

I/O
DEVINFO
sHoldDEV[,ldev/class]
rm1,la"r]
TBUFS

Related
Fmctlons
of all Pr@esses.
a slltmry
Display
of all. jrpeded pr@esses.
D.isptay a slllwry
of one PCB entry.
Display
a slNary
Display
the I'STI for the PCB entry.
the lSl'I for UIe PCB entry.
Display
pr@ess.
working pr@ess to active
set current
working Pr@ess.
set the arrent
working pr@ess.
Display the arrent
pin
for the ilorking
Dispfay the registers
for the PIN.
Display the registere
page.
sulmry
register
the systs
Display

Frhctions
Segment Related
stack.
of a specified
Display a smry
the stack for the rcB entry.
Display
for the working pr@ess.
stack mrkers
Display
for the PcB entry'
the stack Mrkers
Display
the CST'S sT'I (or just one STT entry)
Fomt
one Sm entry)
Fomt
the CSTXis STI (or just
value
value with calolated
conlEre the ch€ksw
l@dmp'
Dlsplay
or change the drrent
in mry.
a l@dnap f ron code segrents
Erild
ot all ]:.lming
Disptay a sulffiry
ProgrN.
of each session.
Display the last CI co]mnd
stack
mrkersDisplay the IcS

Related fuctions
Display the configuration.
for ldev/c]assnare'
the device status
kint
for the given teminal.
Display infomation
buffers.
Disptay all teminal

F\nctions
MPE Utility
ard omers.
of bank objects
Print
a list
the disc free space details.
Display
F
listing
a showjob
Display
F JOBS
region headers.
Display MorY
F MB{ keytord
Display miscellaneous dwp inf omtion.
P MISC
cachinq stats.
DispLay the @rrent
F SHOIiCACIIE
Display all users of D6/3000.
F SHOWDSLdslinel
any sirs that are held
Display
F SIFS
Display
Systm Global Definitions
F SYSGI'B
ctronologically
entries
aqtlve
Display the m
F lRL
Display table usage statistics'
F TUNM
the MPE comand Interpreter.
Exedte
: <comand>
of data
for specif ic IDttem
Searches nmry
Search [1@] [ ,patten]
F

BANK[ , N]
DFS

comnds
Debug Related
+ offset
D DA xds
, fomt
, lengith
fomt
+
Iength
offset
D EA bank
,
,
+ offset
D CD cst
, fomt
, length
D COX cstx + offset
, fomat
, length
D SY of(set
, lenqth , fomat
D SYX otfset
, IengLh , fomat
fomat
length,
oflset,
DA
DV ldev + sector
, fomat
, length
= expression
, fomt
of display.
change widti
widthll
#tfomatt
reglsters.
user-defined
out the current
Print
$
register
n.
Ass.ign value to user-defined
$n expression

F BROWSm-S
F BUFFMS
F MRORS
F OPTIONS
SAVE-IT]MP
F IUMPS
oPII{LINE Ilinespeed]
CIOSELINE
TMM
FILM
BYE

a few of thein deservespecialrecognition.Foremostis Stan
Vierhauswho developedthe dump accessmethod' Accessing the dump data is only touched on in this article but is
a prerequisiteto any dump analysis. The St. Louis Customer Escalation Center has been most supportive by loaning some of their best MPE experts. The authors would
particularly like to thank the Application Technology
group of HP Laboratories and all others who created the
excellent Lisp development environment that allowed the
AIDA project to focus on dump analysis rather than the
environment. Martin Griss and others brought Lisp to HP
and provided the foundation and tools from which AIDA
and similar projects are built. Marty Cagan,Mike Creech,
and Craig Zarmer provided continuous technical expertise
and support. Finally, the authors would like to thank Ira
Goldstein who has inspired numerous projects as well as
AIDA.
References
AI Worksta1. M.R.Cagan,"An Introductionto Hewlett-Packard's
tion Technology," Hewlett-Pockard/ournol, Vol. az, no. 3, March
1986,pp. 4-14.
2. M.L. Griss,E. Benson,and G.Q.Maquire,"PSL, A PortableLisp
System," 1982 ACMSymposium on Lisp ond Functionol Progromming, August 1982.
3. A. Snyder, Object-OrientedProgrommingfor Cornmon Lisp,
HP Laboratories Technical Report ATC-85-1, February 1985.
4. R.M. Stallman, "EMACS: The Extensible,Customizable,SeIfDocumenting Display Editor," Interoctive Progromming Environments,Barstow,Shrobe,and Sandewall,eds.,McGraw-Hill, tge+.
5. C.L. Forgy, On the Efficient Implementotion of Production Systems, Department of Computer Science, Carnegie-Mellon University,1979.
6. L. Brownston, R. Farrell, E. Kant, and N. Martin, Progromming
Expert Systemsin OPSS,Addison-Wesley,1985.

FuEtions
AIDA utility
of all system brow*rs.
Enter a br@ser
of all created buffers.
Enter a brdser
ressaqes
Re-Display al I knom corruption
brdser.
optiore
the
AIDA
Re-Enter
store the AIDA sessi.on, 1og off the 3000
Browse saved AIDA sessions and voltres.
RS232 between AIDA and the host 3000.
Re-establish
between AIDA and the host 3000.
stop commi€tion
emulator.
Enter the Teminal
subsystm'
systd
Filer
Enter the Pascat operating
the AIDA session and log off the HP3000.
Teminate
l@ded AIDA module.
version
level of 4ch
hint

Fig. 9. Subsystemformatting commands accepted by A|DA
(extracted from the online help facility).

'1986
.louRnnr 41
NovEtviBER HEWLETT-PAcxeRo

A TroubleshootingAid for Asynchronous
DataCommunications
Links
Schooneris an experfsysfemfor fault diagnosisand
personneltrainingon point-to-point
datacomlinks.
by Brian T. Button, R. MichaelYoung,and DianeM. Ahart
HE DATA COMMUNICATIONS market is amongthe
fastest growing markets of the computer field, and
data communicationssupport has a rapidly increasing need of expertise.Solutions in this areaare perceived
by computer vendors and customers to be critical for a
successfultotal solution. The trend toward personalcomputers and office automation has given increasing importance to easyinstallation and support of data communications links.
To address a portion of this problem, Hewlett-Packard
initiated the Schoonerproject. Schooner'sprincipal objective is to maximize leverageof HP's expertisein asynchronous data communications and reduce the time it takes to
solve datacomproblemsfor HP's customers.It attemptsto
do this by solving the easier problems, thereby reducing
the workload on HP's more experiencedengineersand freeing them to tackle other problems.Schooneralso servesas
a training tool for less experiencedpersonnel.
Overview
Schoonercombines an inference engine and a knowledge
baselto provide expert-levelassistancewith asynchronous,
point-to-point data communications problems for fault
diagnosis and personnel training. It verbally guides ResponseCenterengineers,field support personnel,or other
users through the solution of problems in this area.
The present knowledge base is oriented towards diagnosis of problemsin RS-232-Clinks connectinga terminal
to an HP 3000 Computer either directly or with modems.
When initiating a troubleshooting session with Schooner,
the user designates the configuration by specifying any
combination of terminal type, port type, operating system,
connection type (cableor modem), and if applicable,the
types of modems at the terminal and computer sides of the
connection.
After acquiring this information, Schooner goes to the
main investigationphaseof the session,asking the user to
relay observations and perform manipulations. Since the
configuration description determinesthe rule set used in
this phase,the sessionproceedsdifferently for modem-connected data links than for direct (cable-connected)links.
Schooner understands problems and characteristics specific to the makes and models of devices in the configuration.
Schooner Tests
In Schooner, tests are the basic units of inference corresponding to rules in classicrule-basedsystems.Tests de-
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scribe a state in which observationsmay be made, observations to make, and a translation from this information to
beliefs about potential faults and the state of the system
being debugged.
Although tests are the basic units of inference, there are
important differences between tests and rules. Tests do not
chain. Each test is a unit and is applied singly without
direct interaction with other tests. Unlike a rule,2 once
selectedand applied, a testis no longereligiblefor selection
unless disapplied.
Under appropriatecircumstances,an applied test can be
disapplied. All inferencesresulting from the application
of the test are retracted and the test is made eligible for
reapplication.
The application of a test has three stages.Each of these
stageshas correspondingfields, which allow the user to
specify what should occur there.
r Preliminaries. Perform the manipulations to the system
necessarybefore the application of the query and record
assumptionsmade for the test.
r Query. Obtain the desired information.
a Inferences.Update beliefs about the system basedon the
information obtained.
Test:
Bindings:

Local-Loopback-Thru-Modem
?config terminal
?term
/'?contig is prebound */
?config datalink
?link
?link
t-modem
?modeh
/* concerned with only one modem */
Requirements: ?term
yes
in-working-state
?config
term-link-connected
yes
?modem in-working-state
yes
Preconditions: ?modem in-local-loopback
yes
Query:
?term
do-typed-chars-appear ?typed-chars-appear
Interences:
it
?typed-chars-appear is no
then { FAULT: ?term terminal-fault
indicated
FAULT: ?config lerm-not-connected indicated )
it
?typed-chars-appear is yes
then { FAULT: ?term terminal-tault
eliminated
FAULT: ?config term-not-connected eliminated
FACT: ?config term-link-connected yes
FACT: ?term in-working-state
yes)
End-Test:
Fig. 1. An example of a Schooner tesf. Ihis test only appties
to modem /rnks. /f consists of putting the termina! in a normal
state lo transmit, putting the modem in local loopback mode,
and then typing on the terminal to see if characters come up
on the screen. Ihis test is used to verify the link betvveen the
terminal and the local modem.

Prellminaries
Two fields in a test, the precondition and requirement
clauses, are provided to allow the user to manipulate the
system into the state necessaty to apply the query. They
are both ordered lists of simple clauses, but they differ
substantially in intent and use.
In the test shown in Fig. 1, the precondition clause:
?modemin-local-loopback
Yes
specifies a state of the modem that must be satisfied before
application of the query. After the precondition clause is
satisfied (Fig. z), the modem will be in local loopback,
regardless of its state before the test was selected.
Requirement clausesare used to establish an assumption
about the state of the system. To satisfy a requirement
clause, Schooner must bring the system to a state where it
can assumethat the clause is satisfied (Fig. 3)' Having done
so, Schooner must then tag the assumption so that the test
information and application can be retracted if the assumption later turns out not to be valid.
In the test in Fig. 1, the requirement clause:
?termin-working-state
Yes
specifies that Schooner must put the terminal in a state in
which it can be assumed that it works. If some previous
test has put the terminal in local mode, then Schooner
must ask the user to put the terminal in remote mode. Once
this has been done, Schooner can assumethat the terminal
is in a working state, tag the dependency, and proceed to
the next clause in the test.
Queries and lnferences
The query is used to obtain inlormation once the system

Fig.3. Algorithmfor satisfyinga requirementclause.
is in a state appropriate to make the observation. A query
is never used to achieve a state,but only to obtain information. Hence, the item in the third position in a query clause
is always a variable (in Schooner, variables start with a
question mark) rather than a desired value. The user is
asked for the information needed by the query and the
variable in the third position is set to that value. During
the inferences. that value is substituted for the variable
whenever it appears.
The inferences use the binding of variables set in the
query to update Schooner's beliefs. Inferences may either
assert beliefs about potential faults in the system or assert
beliefs about the state of the system configuration'
Inierence Engine
The Schooner inference engine is designed specifically
for troubleshooting. It uses a general troubleshooting process (Fig. 4) to investigate potential faults in the systern
being debugged. Schooner applies tests to the system to
determine more about faults that may exist. The result of
each test increases or decreasesbelief in various possible
faults in the system being debugged. Subsequenttests are
selected on the basis of such beliefs and other information
provided by previous tests.

Fig.2. Algorithm for satisfyinga precondition clause

Data Structures
The Schooner inference engine uses several partially interlinked data structures. These provide an internal representation of the data link being debugged and maintain
a consistent set of beliefs about the faults therein. The most
important data structures are the configuration, the faults,
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the tests, and the linkage.
Configuration. The configuration (seeFig. 5) is ahierarchical structure that represents the system being debugged.
Seethe box on page46 for a discussionof hierarchies.Each
node in the configuration, called an entity, is a frames representing a component of the system.
Slots in the entity frame describe aspects of the state of
that component. During the specification stage each slot
contains the following information: data type, possible values, actual values, default value, and cost of determining
value. During the troubleshooting session,each frame also
holds the current beliefs regarding that aspect of the entity
as well as other pertinent information such as how, when,
and where those beliefs were obtained.
In addition to the normal slots, each entity has an operating summary slot named in-working-state.
This slot reflects
the state of all the slots in the entity that are operating. For
example, a value of yes in the operating summary slot of
the data link in Fig. 5 indicates that Schooner was able to
assumethat the data link, the phone link, and both modems
are in an operating state.
The operating summary provides a powerful capability
for describing test dependencies.A test whose requirements assumethat the entire configuration was in a working state doesn't have to specify each individual entity to
guarantee useful backtracking. This characteristic allows
referenceto the operability of the configuration at any functional level. In the example of Fig. 5, operating summary

Fig. 5. Configuration
datastructure.
slots could be used to refer to the operability of the configuration, the data link, either modem, or in general, any
entity in the configuration.
Faults. Faults are used for characterizing and manipulating
failures that can occur in a system, They are also used for
heuristic test selection(seebelow) and provide an explicit
structure for holding current beliefs of what might be wrong
in the system.During the specificationstage,a fault simply
contains a description and a list of tests that point to it
(Fig. 6).
Faults are integrated into the configuration by their attachment to entities in the configuration. Faults are attached to the entity in which they occur (Fig. 7). For example, a fault representing a malfunction in the terminal
would be attached to the terminal entity, but a fault representing a baud rate discrepancy between the terminal and
the port would be attached to the configuration entity.
Tests. Tests are pointed to by faults. The outcome of a test
can either confirm or deny a fault.
Linkage. The three data structures above describe the essentials necessary for troubleshooting a physical system.
Schooner contains an internal description of the system
being diagnosed,a set of beliefs of potential faults, and a
way of describing tests to be performed on the system. The
linkage data structure (Fig. 7) ties these three elements
together to provide useful accesswhen and where necessary. It provides links from an entity in the configuration
to faults that may exist in the entity, and it provides links
from a fault to tests that might tell about it. Once a test is
applied, it finds the faults to which to assign status.
In summary, the main duties of the linkage data structure
are to ensure knowledge consistency, guarantee uniqueness, and tie the whole thing together.

Fault:

Keyboard-Card-Disconnected

Frequency:

Rare

Description:

ls the keyboard card disconnected?

Resolved:

Plug-in-the-keyboard-card

Concluded:

Inspect-keyboard-card

Eliminated:

Do-the-cursor-controhkeys-move
the-cursor? Hit-carriage-return

Indicated:

Does-control-g-ring-bell?

End-Fault:

Fig. 4. Schooner troubleshootingflow diagram
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Fig. 6, An example of a fault in Schooner. This fault occurs
when the card for the keyboard inside the terminal becomes
/oose rn lfs s/ot.

Heuristic Test Selection
With an understanding of the essentialsof the Schooner
data structures,it is now possibleto describemore clearly
some of the other processesin the Schooner troubleshooting flow diagram, Fig. 4.
The test selection process(the box marked A in Fig. a)
is critical for rational behavior and proficient troubleshooting. Poor selection of tests will irritate the user, make troubleshooting arduous, and createan impression of irrationality. This aspectof the system can single-handedly determine the difference between acceptability and unacceptability of an expert system.
Each state change or belief change causedby a system
manipulation or test completion causesSchoonerto do a
complete reevaluation of all possible tests to ensure an
action appropriateto the new situation (Fig.B)'Eachpotential fault in the system is given a numeric pursuit desirability, which is a combination of its frequency (a static value'
assigned at specificationJ and its likelihood (a dynamic
value received from tests during the session).Each test that
can further indicate or disindicate the fault is given a
numeric cost (seebelow). Schoonerthen selectsthe testfault combination that best combines the attributes of low
user effort (in the test) with high pursuit desirability (in
the faultJ.
The total cost of a test is the effort to do the query plus
the effort required to put the system in a state to do the
test. The resulting value is a function of the effort required
to perform the test from the present state of the system'
This technique for determining cost tends to minimize
manipulations to the system by making Schooner take
maximum advantage of the present state' For example, if
the user is asked to run a diagnostic to look at the state of
a port, the effort required to do a system dump will cause
Schoonerto obtain all the information possiblefrom doing
the dump before going to another area of investigation.
Revlew Beliefs
When a fault is discovered and subsequentlyresolved
in the systembeing diagnosed,Schoonerreviewsthe information and consequentbeliefs that have accumulated during the session.Typically, some of the information gained
from previous tests and observationsis no longer valid.
Schooner must find the invalid beliefs and retract them.
The nature of the Schooner data structures makes this processfairly simple. Schoonermerely has to determine (according to proceduresdescribedbelow) which testsare no
longer valid and "disapply" them. This procedureis what
occurs in the review beliefs process(the box marked B in
Fig. a).
Entity

tr l l

ltl
|
I

f Fault

rt

*Tesi
l

Fig.7. Linkage data structure. Faultsare attached to an entity. A fault's likelihood resu/ts ln a tesl's selection. Ihe test
manipulatesthe entity and infers about the fault.

For each Fault in Possiblefaults
EvaluateFault pursuit desirability
For each Test that can tell about Fault
Evaluate Test Cost
Test-Desirability=
Fault-Desirabi Iity/Test-Cost
End Fol
End For
Select Test with Maximum Desirability
Fig. 8, Schooner heuristic selection algorithm.

When a test is disapplied, all its results are retracted,
that is, all status assigned to faults as a result of applying
the test is retracted. Additionally, the test is made available
for reapplication.
There are two reasonsfor Schoonerto disapply a test.
The first occurs when the test indicated a fault that was
subsequently resolved. Since the test results were based
on the existence of that fault, such actions are necessary
to maintain consistency, The reapplication of the test
would be very likely to yield different results, since the
fault has been remedied.
The second reason for disapplying a test occurs when
the test dependson an assumptionspecified in a requirements clause that the discovery of the fault has contradicted. In the example test shown in Fig. 1, the clause
yes
?erm in-working-state
required an assumption,since it wouldn't be known that
the terminal was in a working state.The subsequentdiscovery of a resolvable fault in the terminal (for example, being
in local mode) would causeSchoonerto instruct the user
to resolve the fault. Schoonerwould then go into the review
beliefs process,which would.notice that the test do{ocal-loopmade an invalid assumption' All beliefs that
back-at-modem
the test assertedwould be retractedand it would be made
eligible for reapplication.
The resulting behavior is a natural sort of backtracking
and attention control. As Schoonerapplies teststhat indicate a failure in an area of the link, faults in this area are
concentratedon. If a fault is discoveredand resolved,then
Schoonerbacktracks,verifying symptoms that were discovered earlier to determine the present characteristics of the
link being diagnosed and to decide where to investigate
next.
These dependencies are a natural representation of the
use of tests as a unit of knowledge. There are no special
requirementsfor the specificationof dependencies.All the
right information gets backed out when it should be.
Behavioral Results
Schoonerhas turned out to be a competentexpertsystem
in the domain in which it has been applied. It is effective
at discovering faults for which it has knowledge. Knowledgeacquisition and formalization,although cumbersome,
allows Schoonermore or lessunlimited growth of expertise
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Hierarchies
Hierarchiesare a potent tool in artificialintelligenceapplications.A hierarchyis an n-ary tree with a root node. Each node
is representedas a frame.Theframesare connectedby pointers
that point from parentnode to child. In a hierarchy,each parent
(ascendant)node is a generalizationof its descendantnodes.
To explainthis more clearly,this articlewill discusstwo types of
hierarchy.
Inheritance Hierarchies
Inheritancehierarchiesare used to describeobjectsin the real
world. In an inheritancehierarchy(see Fig. 1), AKO (a kind of)
tree,highernodeson the tree representmore generalcategories
while lower nodes are more specific.At each level in the hierarchy, nodes contain propertiesthat distinguishthem from their
siblings.Informationcommonto all siblingsis inheritedfrom parent nodes.lf the userqueriesa propertyof a nodein the hierarchy,
access routines(Fig. 2) search for the requestedinformation,
lookingf irstin the specifiednodeand then in ascendantnodes.
For example,in Fig. 1, the mammalnodewould hold the property of being warm-blooded.Any queriesabout this propertyto
the ape, dog, or bat nodes (or nodes descendantfrom them)
would resultin the correct value being returned.
This methodfor representingobjects in the real world is used
widelyin artificialintelligence.lt has provedto be a very powerful
representationtechniquefor several reasons.lt providesenormous economy of data; each internalrepresentationof every
kind of bird does nol contain informationthat it breathes.eats.
mates, flies, etc. This informationlogically,conceptually,and
sensiblybelongs at higher levels in the hierarchy.Adding new
objects is very easy. The additionof a new type of hawk called
the kitty hawk would automaticallyresultin the right sort of assumptionsmade about it-it flies,is carnivorous,etc. Only informationthat differentiatesthe kitty hawk from other types of hawks
would actuallyhave to be added to the kitty hawk node.
Functional Hierarchies
For troubleshooting,
expert systemsneed sophisticatedtechniques for representing the systems they are debugging.
Schoonerand IPT (see article,page 48) representdevicesthey
are debuggingby creatingan internalrepresentation
that mirrors
the device'sfunctionalproperties.Each device (see examplein
Fig.2 on page 49) is shownas the unionof its majorsubsystems.
Eachsubsystem,in turn, is divided into smallersubsystemsuntil
it reachesthe smallestsize of componentthe troubleshooting
systemcan reasonabout.Thistype of represenlation
of a device
is called a functionalhierarchv.

Fig.2- When a user queries a property of a node, access
routines search for the requested information.
Functionalhierarchiesofferseveraladvantagesfor devicerepresentation.First,they allow a divide-and-conquer
troubleshooting methodology.Instead of verifying the operabilityof each
subcomponentat the lowestlevel,the expert (or expertsystem)
can determinethe operabilityof one of the subsystems.Only
when a fault has been isolatedto a subsystemdoes the troubleshooterthen investigatethe nodes that lie belowthe subsystem.
Another advantageof functionalhierarchiesthat is used by
Schooneris that the operabilityof a node at any level can be
viewed as the sum of the operabilityof all nodes descendant
from it. Schoonerautomaticallymaintainsthis relationship,
updating its beliefs of the operabilityof nodes at intermediateand
upper levelsbased on the discoveryof faultsat lowerlevels.As
a result,knowledgefor Schoonercan refer to the operabilityof
a device with assuranceof appropriateresults.For example,if
the electricalsystemin Fig. 2 on page 49 was determinedto be
in a working state, Schoonerwould merely have to assert that
fact ratherthan eliminateall the faults in or below that node in
the diagram.This presentsa concise way of giving information
and preserves accuracy even when faults are subsequently
added or removed.

Fig. 1. Animal characteilzation
hierarchy.
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with few expected changes to the inference engine or
knowledge representation technique.
The following transcript from a sample session demonstrates the knowledge base and provides a picture of
Schooner's behavior with respect to the concepts described
above.
Sample Session
This example demonstrates simple backtracking.
Problems: remote mode key up and terminal disconnected from cable.

Problem(s):
TERMINAL.DISCONNECTED
TERMINAL-IN.LOCAL-MODE
resolved.
THANK-YOU
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WELCOMETO SCHOONER!
<<Debugger for asynchronous,pointto point,direct connect,
terrninalproblems.>>
Describethe type of problemyou are experiencing.
+ inability{o-log-on
Devicename for reference:PORT-3,CABLE-3and TERMINAL-3
+ acknowledge
Usingthe cursor controlkey, move the cursorout from the left margin.
Depressthe returnkey, what appearson the screen?
+ cr-only
ls TERMINAL-3'Sremotemode key in the down position?
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+nO

DepressTERMINAL-3'sremotemode key.
+ acknowledge
Usingthe cursor controlkey, move the cursorout from the left margin.
Depressthe returnkey, what appearson the screen?
+ nothing
Schooner believed a problem had been solved. It then
found out what the symptoms were and discovered a problem still existed and the symptoms are now different.
ls TERMINAL-3'sblock-modekey in the down position?
+nO
Hold down the ctrl key and press q.
+ acknowledge
ls any text coming up on the screen?
+hO

Turn off TERMINAL-3,wait 5 seconds,then turn it back on again.
+ acknowledge
Usingthe cursor controlkey, move the cursorout from the left margin'
Depressthe returnkey, what appearson the screen?
+ nothing
What is displayedon the first line of TERMINAL-3?
+ terminal-ready
ls TERMINAL-3connectedsecurelyto CABLE-3?
JnO

to CABLE-3.
ConnectTERMINAL-3
+ acknowledge
Usingthe cursor controlkey, move the cursorout from the left margin.
Depressthe returnkey, what appearson the screen?
- lf-cr-and-colon
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A Rule-Based
Systemto Diagnose
MalfunctioningComputerPeripherals
The InteIIigent Peripheral Troubleshooter, an expert system,
currentlydiagnosesmalfunctions
in HP disc drives,buf
other deviceswill be easyto add to its repertoire.
by GeorgeR. Gottschalkand Roy M. Vandoorn
S BUSINESSESPLACE more and more reliance on
their computer systems, downtime has an ever
greater impact on their profits. In addition to the
efforts of HP product divisions to make HP products more
reliable, HP's Knowledge SystemsLaboratoryhas taken a
dual approachto minimizing customerdowntime, aiming
first to predict failures before they happen,l and second,
to improve the accuracyof the diagnosis.
To diagnose malfunctioning peripherals more effectively, the Intelligent PeripheralTroubleshooter(IPT) has
been developed. IPT is an expert system that performs a
diagnosisof a malfunctioning peripheral basedon aspects
of its current state.
IPT is gearedto work in three different environments. It
can be used as a ResponseCentertool, as an aid to the HP
servicepersonon-siteasan escalationtool, and asa training
aid. When a customer places a service call, an engineer
located in one of the ResponseCenterscontactsthe customer to collect as much information as possibleabout the
problem and determines if an on-site visit is actually required. During this session,IPT is used to determine the
most likely cause of the problem. This helps ensure that
the servicepersongoing on-sitewill have the correctparts,
thus reducing the number of multiple-trip fixes.
Once an HP service engineer is on-site, IPT may request
more precise information that can only be obtained by a
trained engineer.Examples are using a disc service unit,
measuringvoltagesacrosstest points, and measuringseek
times. Like human experts,IPT will be ableto make a more
precisediagnosisif it is given this additional information.
IPT can alsobe usedby the CustomerEngineerAssistGroup
in the Response Center when their expertise is required
becauseof problem escalation.
For any expert system that attacks a class of problems
to be successful,enough generality must be built in so that
an entirely new systemis not necessaryfor everyvariation.2
For IPT to be successful,the underlying approachmust be
generalenough to be able to deal with all HP peripherals.
For this reason,IPT hasthe following threecharacteristics:
A peripheral independent inference engine
A systemand component representation of a peripheral
A knowledge base built by an interactive rule-maker.
IPT follows the classicexpertsystemmodel of separation
of knowledgeand the inferenceengine as shown in Fig. 1.
This allows the inferenceengineto be totally device independent.
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Given the relevant knowledge,IPT could troubleshoota
wide rangeof devices,even household appliancessuch as
toasters.In this paper, all exampleswill deal with a fictional toaster,This substitution enablesthis paperto ignore
the technical details of disc drives.
What Fig. L does not show is that there are actually three
types of knowledge,which are directly correlatedwith the
three phasesof the inferenceengine.The three phasescan
be thought of as: narrow the problem down to a logical
group of failures,exploreeachof thesefailuresto seewhich
is most likely, and perform the repair.
IPT Knowledge Representation
In previous attempts to develop systemsthat could troubleshootmalfunctions,commonly referredto as symptomcure systems,the diagnoseswere reachedby a best-fit correlation betweenthe symptomsand the possiblecures.For
IPT to be a useful tool, it neededto be able to deducethe
problem much like a human expert. The difficulty, as in
all expert system development,was to determinewhat information is actually useful and how to representit.
It turns out that describing troubleshooting in terms of
symptomsand curesis too limiting. To describethe process
better, components and observablesare more appropriate
terms. Components are field replaceable or adjustable
units. Observablesare determinable statesof the device,
such as the state of the bread after toasting, and the setting
of the knob.
In troubleshootingscripts, isolating the failing component is not a one-stepprocess.Therefore,the components
are grouped into their logical systems.For example, in the

Fig. 1. Separation of IPT's knowledge base and inference
enoine.

toaster diagrammed in Fig. 2 there are three systems: the
electrical system, the mechanical system, and the timer
system. One of the interesting features of systems is that
one system can be completely contained within another
system.For example,the componentsof the timer system
(the clock and the timer knob) are both completely contained within the mechanical system' (For simplicity we
will assume that the timer system will work even if the
toaster is not plugged in.) Thus, depending on our goals,
we could solve for the clock as an element of either the
mechanical system or the timer system. Systems are the
logical groups that IPT solves for in phase 1 of a troubleshooting operation.
There are distinct advantagesin using systems to group
components.First of all, the rules areeasierto enterbecause
we can think of observablesasindicating a typical electrical
problem rather than specifying the effects on every component within the electrical system. Next, using systems reduces our searchspacewhen we try to solve for a component. If IPT believesa problem is in the electrical system,
for example, it won't waste its time asking questions about
the timer. IPT will only go afterthoseproblemsit considers
interesting enough to solve.
A further advantageis that this representation brings us
one step closer to the real world' Artificial intelligence
applications often get their results by performing clever
numerical or logical manipulations that have no underlying
theory in reality. We can say, however, that IPT understands that the clock is part of the timer system and that
it is related to the mechanics of the toaster. Although IPT,
of course,has no real grasp of the concept of a toaster,and
the words clock and timer have no meaning to IPT' it is
hoped that somedayIPT will be able to diagnosehardware
by looking at a device on a functional level. Getting IPT to
recognize that certain components are related in a special
way is a good start.
Most observablespoint to multiple componentsand each
component is implied by multiple observables.When an
observabledoes point to multiple components,it is possible to order the componentsin order of likelihood. A ranking strategywas developedto reflect this relationship:
Always

Given that this observableoccurs, then this
componentwill alwaysbe at fault.

Consistently Given that this observableoccurs,then this
componentwill consistentlybe at fault.
Frequently

Occasionally Given that this observableoccurs, then this
componentwill occasionallybe at fault.
Rarely

Giventhatthisobservableoccurs,thenthis
component will rarelYbe at fault.

Words are used to describethe categoriesto the experts
since it is much more natural than dealing with probabilities. Computers, however, are designed to think in
terms of exact numbers, not vague terms' Therefore, it was
necessaryto convert the logical categoriesto probabilities.
IPT actually goesone stepfurther and usescertainty ratios.3
The advantagesof certainty ratios are:
r Comparisons are manipulated more easily
r All observablesare weighted equally
r Certainty ratios are easier to maintain
r Results are mathematically correct.
The certainty ratios are hidden from the user, since intuitive probabilities are easier for humans to understand. A
70%probability meanssomething,but a correspondingcertainty ratio of z.3g has no intuitive meaning.IPT usesprobability to rank componentsand systems.It does not consider probabilities to be an absolute measure of certainty'
Thus the diagnosismay not necessarilybe halted when a
component reaches a probability lerrel of 99%. Instead,
probability is used to choosethe most likely path to investigate and to halt diagnosis when one component is significantly more indicated than all the other components. This
method has the major advantagethat as long as the relative
ranking of the components is correct, the exact category in
which the component appearsis not very important. This
approach also has the consequencethat when we can use
multiple experts, the original work of the first expert does
not need to be totally redone when the next expert adds
knowledge.
Nearly every time something new is observed,that observation affectsthe likelihood that some system or component is at fault. Thus every time an observable is determined, the certainty ratios should be updated' Therefore,
at any time during the diagnosis,it is possibleto stepaway
and see how strongly IPT believes a particular component
is at fault.
The effort involved in determining the state of an observable can range from trivial to major. It is important that
during the troubleshooting script the easy questions are
asked first and the more difficult questions are asked only
as a last resort.The categoriesIPT usesto sort observables
are: trival, easy,hard, and very hard. The guidelines used
for the categoriesare:
Trival
Easy
Hard
Very Hard

Fig. 2. /PIs rcpresentationof a toaster

Giventhatthisobservableoccurs,thenthis
component will frequently be at fault.

Canbe doneby looking at the peripheral
Canbe doneby looking at the logs
Canbe doneby running a diagnostic
Requiresswappingout a board.

These difficulty rankings are called the cost of the observable.
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Within the three types of knowledge, both forward chaining and backward chaining rules are used. The first type
of knowledge, which is used to determine the system at
fault, is called initial observables.These rules can be
thought of as the reason the user perceives there is a problem. They are implemented via forward chaining rules because forward chaining rules provide the control for the
follow-up questions. Examples of initial observablesfor a
toaster are:
Toastpopsup butcold
Toastwon'tpopup andno heat
Toastimitating
charcoal
If the userselectsthe last choice,toastimitating charcoal,
then we want to investigate the mechanical system. By
examining the toaster diagram, Fig, 2, it can be seen that
the determination is between the timer system and the
spring. Since the objective of this phase is to determine
the system in which the fault is located, for this example
this phaseis completed.If the user selectedtoast pops up
but cold, follow-up questioning is necessaryto determine
the faulty system.
The second phase attempts to determine the faulty component. Associated with all components are backward
chaining rules. Each of these rules within the system determined in phase 1 needs to be investigated. The difficulty
ranking for the observables now determines which rules
are solved for first. In our example, it was agreedthat the
cost of checking the setting of the knob is trival; therefore,
that is the first line of reasoning.
Associated with each backward chaining rule is a forward chaining rule that causes the certainty ratios to be
updated based on the user's response.Forward chaining
rules are used here since an unexpected responsefrom the
user may satisfy another rule. Since forward chaining rules
automatically fire, the certainty ratios are properly updated. In other words, theserules have been implemented
so that the backwardchaining rule currently being attempted
need not correspond to the forward chaining rule that ultimately fires.
Once the diagnosis has been completed, IPT instructs
the user how to proceed with the repair. Theseare called
hint rules. Hint rules are forward chaining rules and their
premises are either an indicated component or a set of
observables.
The next section examineshow the inference engine uses
these three types of ruies.
Device Independent Inference Engine
IPT is based on the troubleshooting strategy of actual
experts.As discussedearlier,troubleshootingis not a onestep process.Our experts find it easierto solve problems
by thinking of components in terms of a system. For instance, if the heating element of a toaster does not turn
red, then all components that have to do with electrical
connections are suspect.Solving the problem now becomes
easierif we concernourselveswith only thosecomponents.
Although much of the information is device specific,an
underlying core of knowledge about the troubleshooting
of devicesexists.This corewas codedinto the IPT inference
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engine.
Severalterms have beenused to describethe code portion
of IPT. It has been called the driver, the engine, and the
inference engine. What all of these terms have in common
is that they imply that the engine is the force that underlies
IPT, and in this respectthey are accurate.IPT's knowledge
of a device is merely data. It is the driver that manipulates
that data to derive a diagnosis. As we saw earlier, looking
directly at the knowledge is similiar to looking at a dump
of a data base. It does not have meaning until the engine
interprets the data. Therefore, the only connection the user
has with IPT is through the inference engine.
Of course,if the inferenceengineaccessedthe knowledge
by name, it wouldn't be device independent. Instead,we
have defined a protocol that allows us to accessthe knowledgeindirectly. The foundation for this protocol was provided by HP-RL (Hewlett-Packard Representation Language4's)and with our extensionsconstitutes the knowledge bus. At present,however, the knowledge bus is very
primitive and is dedicatedto one device at a time. All of
this complicated structure does have a purpose: it allows
IPT to be device independent except for the knowledge.
There are many conflicting demands on IPT's engine.
The major concern was to limit the search spaceas quickly
as possibleby eliminating unnecessaryquestionsand asking the remaining pertinent questions in a logical order.
To implement this strategy,IPT's engine is split into three
distinct phases,as shown in Fig. 3.
The first phase is the system determination phase. The
purpose of this phase is to ask general, easyquestions until
either a componentor a systemis indicated.If a component
is indicated, then the third phaseis enteredand the second
phase is skipped.
If a component is not indicated, then IPT enters the second phase.Since a systemis by dgfinition indicated at the
start of the second phase,the purpose of this phase is to
determine the component at fault. Becausethe component
determination phase is much more confident of the area
to search,it can begin asking harder questions of the user.
Finally, the repair procedure phaseis entered.This phase
generatesoutput from IPT, such as repair hints, the relative
standings of the various components and systems,and a
recap of the diagnosis.
One of the important points to keep in mind is the difference in the paths between IPT and traditional troubleshooting flowcharts (see Fig. 4). A traditional troubleshooting
flowchart emphasizestests that tend to eliminate areasof
search space very slowly, and that perform exhaustive
searcheson the components in question. IPT, on the other
hand, maintains its flowcharts in a dynamic environment,
and can chooseits next question basedon the latest information. It can also chooseto perform the easiestpossible
test that will solve for a particular component. Maintaining
this type of flexibility is an important factor in keeping IPT

Fig. 3. /Pf's toubleshooting strategy.

popped up, and IPT only asks necessary questions' IPT
then finds that the next thing to ask is

efficient.
Phase 1: System Determinatlon
The first phase that IPT enters is the system determination phase. This phase tries to indicate either a system or
a component by collecting broad and easily gathered information. What IPT is trying to do is to get an idea of where
the problem lies. To do this, IPT maintains a list of questions to be asked. Forward chain rules are attached to the
enswer of each question so that the probability levels of
the various components and systemsare updated after each
question.
Let's assume that a customer calls the ResponseCenter
with a problem. In this case, IPT should try to emulate
what a customer engineer does when the CE first enters
the customer's kitchen. A good example would be to ask
Whichof thesebestdescribesthe problemwithyourtoaster?
Thetoastwon'tpop up and no heat
Thetoastpopsup but is cold
Toastimitating
charcoal.
Now let's suppose that the customer indicates that the
problem involves toast that pops up but is cold' When this
observation is entered into IPT, the forward chain rule
associatedwith cold toast is fired. Since the toast does in
fact pop up, the probability that the problem is with the
spring is downgraded. Furthermore, the electrical and
timer systems have added support. At this time, however,
neither system is indicated enough to leave this phase and
search for compon6nts.
Instead, the time has come to searchfor the next question.
The question of whether a fork will pop up the toast is
discarded because we know that the toast has already

(a)

Doesthe heatingelementglowbrightorangewhen
toastis insertedin the toaster?
Yes
No
Let's assumethat the customer saysthe heating element
does not glow. The fact that the heating element does not
glow seems to indicate the problem is in the electrical
system,and that is sufficient information to leave this phase
and enter the component indication phase.
Although toasters are much simpler devices than disc
drives, this question is typical of those asked in this phase.
In the case of disc drives, of course, the user will also be
asked to obtain the logs so a history of tle drive's errors
can be reconstructed. The general idea of this section is to
gather only enough information to point to a specific area
and then leave. Therefore, it is not appropriate to ask the
customer to take an ohmmeter and measurethe resistance
across the heating element. Also, these questions will not
usually be able to solve uniquely for a component but will
only affect the probability levels. These types of behavior
are left for the next phase.
Phase 2: Component Determlnation
The purpose of the component determination phase is
to solve for a failing component given an indicated system'
Of course, this is not always possible, so this phase does
have the ability to exit given certain conditions. What really
happens is that the component determination phase attempts to solve for a unique component, and if the chain

(b)

Flg. 4. (a) ln a traditionaltroubleshootingtree,the quesfibnsare set up in advanceand are
se/ected solelyby the answersto previousqdesfions.(b) IPT'sdynamicttoubleshootingtee
chooses the next questionfrom the questionbin basedon boththe cunent environmentand
the answersto previousquestions.
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of reasoning used to attempt the solve is completed, then
a conclusion is asserted.
This is why it was decided to use backward chaining
rules for this part of the knowledge. Within the indicated
system, each component is sorted according to its probability factor. Subject to a difficulty ranking of the observable,
these components are attempted from the most likely down
to the least likely via backward chaining rules. When a
component is "proved" to be at fault, phase 2 is completed.
In the toaster example after phase 1, the electrical system
was indicated because the heating element did not glow.
Clearly, IPT should now determine what is wrong with the
electrical system. Let's assume that IPT has the following
rules concerning the electrical system:

heating elementis more indicated, it would like to use one
of the heating elementrules, but the difficulty ranking implies that it should ask the cord rule first becauseit is
easierto ask.
ls thetoasterpluggedin?
Yes
No
If the cord wasn't plugged in then IPT would be able to
conclude that the cord should have been plugged in.
To make things more interesting, however, assumethat
the cord was plugged in. Next, IPT examines the HeatingElement-Ruleand seesthat the first premise is satisfied.
pleasemeasure
Usingan ohmmeter
the resistance
across
theheating
element.
ls theresistance
infinite?
Yes
No
Dontknow

Cord-Rule:lF the cord is not pluggedin
THENthe problemis in the cord
DIFFICULTY
RANKING-Trival
Heating-Element-Rule:
lF the cord is pluggedin
AND lF there is infiniteresistanceacross
the heatingelement
THENthe problemis in the heatingelement
DIFFICULTY
RANKING-Hard
Heating-Element-Rule-1
: lF the cord is pluggedin
AND lF the customerdeclinesto state
what the resistanceacrossthe
heatingelementis
THENthe problemis in the heating
elementor the wires connectinothe
heatingelementto the cord
DIFFICULTY
RANKING_HaTd
Finally, let's assume that at this point the heating element
is slightly more indicated than the power cord.
First of all. IPT examines the three rules. Because the

If the user answers that the resistanceis infinite the rule
is satisfied and this phase is completed.
Suppose,on the other hand, that the user didn't have an
ohmmeterhandy. At this point the Heating-Element-Rule-1
is satisfiedand getsasserted,even though IPT wasn't considering this rule at the time. This flexibility illustrates
why there is no logical connection between the forward
chaining and backward chaining rules.
The component determination phase is crucial to IPT's
success.Using backward chaining rules for agendacontrol
allows us to eliminate large areasof the searchspace.Becausewe have narrowed down the possibilities so far, we
feel confident in asking hard questions, and can isolate
componentsto a high degreeof certainty.Finally, IPT maintains a great deal of control over when rules are attempted

IPT was unable to obtain an exact diagnosis
It

did,
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Fig. 5. An IPT diagnosis
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so that the cost of performing a test and the present likelihood of a component are both taken into account.
Phase 3: Repair Procedure
When the third phaseis entered,IPT's diagnosticprocess
is over. The purpose of the repair procedure phase is to
take the information gathered during the diagnosis and
print it out in a usable format. In most traditional troubleshooting programsthis phaseis usually trivial; a message
or a number may be output on some device. In IPT's case,
however, there may be certain instances where additional
reasoningmust be performed.
The first thing that is printed out is a list of repair hints.
Repair hints may contain the necessarystepsfor a repair,
additional probability information, safetyhints, or relevant
information from a service note.
Assume in the toaster example that all toasters with a
serial number below 687 were built with a 1O-amperefuse
instead of a 2O-amperefuse. Becauseso few of the toasters
now have the 1O-amperefuse, it wouldn't make senseto
include this as a component determination rule. Instead,
we decide to make it a hint rule that only prints out when
we haven't isolated the problem but know it's in the electrical system. Fig. 5 shows what the IPT output might look
like.
The important thing about hint rules is the intelligence
they must display. If IPT were to print out all of the hint
rules for a particular device all of the time, there would be
so many that the user would refuseto read them. By making
hint rules fire only under certain conditions, IPT is able
to make this portion of the output both important and concise.
If the component determination phase was successful,
the next item to be printed out is the indicated diagnosis'
Since the component information phase cannot always
uniquely determine a component, after the indicated diagnosis is a list of components grouped according to their
probability. The components are divided into three groups:
most likely, likely, and somewhatlikely' Thesegroupings
indicate the order in which IPT would like the components
to be considered.
This time, however,the groupingalsotakesthe difficulty

of repair into account.For example,in the diagnosisshown
in Fig. 5, the heating element is probably more likely than
the wires connecting the element to the cord, but since
checking the wires requires only a visual inspection' IPT
would suggestchecking the wires first.
Finally, the sections that illuminate IPT's reasoning processareprinted. The first of thesesectionsis the probability
ratings of the systems.Next, the justification of any component determination rules is output. Finally, a recap of the
observations entered into the system is printed. The purpose of these three sections is to give the users of IPT a
way of determining why IPT made its diagnosis.
Conclusion
The Intelligent Peripherial Troubleshooter has proved
the feasibility of developing knowledge-basedsystemsto
troubleshoot peripherals. Currently its diagnostic scope-it
can diagnoseHP TSZXand HP 793X Disc Drives-is limited, but IPT will grow to cover more and more devices.The
device independent inference engine makes it possible to
add devices without the need of developing an entirely
new strategy.
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MultilevelConstraintBasedConfiguration
Thegoal of Mycon,a prototypeexpert systemfor
configuringcomputersystems,is fo relievethe support
engineerofthetediousfaskofconfiguration
of acustomer
order.
by Robertl. Marcus
NEW ALGORITHM for handling computer system
configuration problems has been implemented in a
prototype called Mycon developed at the HewlettPackard Knowledge Systems Laboratory.
The original Mycon was written in Portable Standard
Lisp using the HP AI Workstation environmentl consisting
of an objects package, a frame-based package, and an
EMACS-type editor,2 NMODE. This enviroment made it
possible to construct an interface in which all the knowledge about the devices, constraints, and configurations of
a system is easily accessibleto the user. This first prototype
focused on placing devices on VO channels.
This prototype has been converted into HP standard Pascal and is running on the HP 3000, configuring the HP
3000 Series68. The latest version also performsslot, junction panel, and cable configuration. The ultimate goal is
to produce a program that can free the support engineer
from the tedious task of logical configuration of a customer
order.
The fundamental idea of the Mycon algorithm is very
simple, but the algorithm appearsto have a wide rangeof
applications. The basic principle is that at every stageof
the configuration processthere are explicit constraints that
cannot be violated.
The basic problem solved by Mycon is to construct a
system configuration that satisfies a series of constraints
supplied by an expert. The constraints fall into two different classes:required and suggested.A configurationis feasible only if it satisfies all of the required constraints. The
suggestedconstraints are guides for selecting the best
choice among the feasibleconfigurations.
The prototype performs the logical configuration of a
computer system.This problem consistsof taking a set of
devices and attaching them to VO channels to maximize
performance at a reasonablecost. Typical required constraints are The maximum
numberof devicesthatcan be attached
to a channelis 6 and High-speed
devicesmustbe attached
to highspeedchannels.Typical suggestedconstraints are Spreadthe
high-speed
devicesevenlyand Keeplow-speed
deviceson low-speed
channels.The difficult part of the problem is to use the
knowledge embedded in the suggestedconstraints to control and evaluate the system configuration. The method of
multilevel constraints was developed to handle this part
of the problem.
Previous work on configuration problems, such as the
R1 system developed by Digital Equipment Corporation3
has used forward chaining rules to guide the configuration.
The advantage of a rule-based or constraint-based svstem
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is the ease of maintenance and updating. In this paper,
multilevel constraints are discussed as an alternative or
supplement to forward chaining. The method can be extended to any problem in which there are qualitative preferencesamong a range of feasiblesolutions.
Basic Method as Used by Mycon
The steps in the basic method are:
1. Choosean initial algorithm that can generatecandidate
partial configurations as stepstowards a final configuration.
2. Use the required constraints as a pruning mechanism
to ensure that the initial algorithm will produce only
feasible configurations.
3. Add suggestedconstraints as necessaryto maximize the
quality of the final configuration and to guide the configuration away from unsuccessful partial configuration
that will require backtracking.
e. If the initial algorithm generatesa sufficient number of
possibilities,and all the required constraintsare stated,
and the suggestedconstraints are chosen well, then the
method provides an efficient algorithm for optimal configuration.
The idea of multilevel constraintsis to assigneach constraint to a level determining when it is active and must
be satisfied. In Mycon, the required constraints are assigned
a level of too. Suggestedconstraints are assignedlower
levels ranging from 0 to 90 in steps of t0. The program
begins attaching devices to channels keeping all constraints
active. If a feasible configuration cannot be completed, then
constraintsat level 0 are dropped,the level is incremented
by 10, and an attempt is made to attach the remaining
devices.This processof dropping constraintsis continued
until the configuration is successfully completed or the
level reaches100.
This method offers several advantagesover a strictly forward chaining approach. The number of constraints is
smaller than would be necessary with forward chaining.
It is not necessary to introduce additional predicates to
resolve conflicts and to prevent the premature firing of
rules. It is possible to evaluate the results of the configuration by keeping track of the suggestedconstraints it violated. Finally, the user of the system can suggestan alternate configuration for the program to evaluate and compare
with the original result. This last feature is very important,
becauseit allows a user to determine why the program has
selected a particular configuration and which alternatives
are equally suitable.

The Mycon Prototype
The user interface to Mycon is an interactive version of
the form used by salespersonswhen taking a customer
order. The form will only accept orders that satisfy all the
basic system requirements regarding maximum and minimum numbers of devices and peripherals. Mycon can also
determine if an order contains too many devices to be configured legally and will advise the user on how to reduce
the order.
When a correct order has been entered, the program
chooses the number of high-speed VO channels and the
system disc following guidelines suggestedby an expert
in configuration. The user is informed of the reasons governing these choices and is allowed to overrule them.
Next, Mycon attempts to place devices on the VO channels using the active constraints to determine if the placement can be done. The devices are arranged in an order
based on heuristics used by experts. In general, devices
that are subject tb more constraints, such as the system
disc, are placed first. The user is able to watch the devices
being placed one at a time with levels reported if desired.
A device is placed on the first VO channel for which no
active constraint is violated. If a device can't be placed at
a level, then no further attempt is made at that level to
place devices of the sametype. When all devicespossible
have been attached at a given level, Mycon checks to see
if the configuration is completed. If any devices remain to
be placed, the level is raised and constraints below the
current level are dropped. If the level reachesL00 without
a successful configuration, the user is informed that it is
necessar5/to reduce the number of high-speed UO channels,
which will lower the performance of the system.If the user
decidesto continue,the number of high-speedVO channels
is reduced, all devices are removed from the channels, the
level is set at 0, and the configuration is restarted.
This process is repeateduntil a successfulconfiguration
is produced or no further reduction is possible. The last
possibility has been eliminated in practice by using a maximal packing estimator on the conligurability of the original
order before starting configuration.
Finally, the user can reconligure the system by adding,
moving, and deleting devices. Mycon will evaluate the
user's configuration and compare it with the original result.
Examples of Multilevel Constraints
Multilevel constraints serve a dual purpose in configuration. In one sensethey are a means of knowledge representation that is easily understood. The levels convey an estimate of the importance attached to satisfying a constraint'
However. the levels are also a control mechanism which
can be used to govern the dlmamics of the configuration
process.For example, to ensure that high-speed devices
are spread evenly on high-speed channels, the following
constraints and levels are used:
channels
Maximumof one deviceon high-speed
Maximumof two deviceson high-speedchannels
Maximumof three deviceson high-speedchannels
Maximumof four deviceson high-speedchannels
Maximumof five deviceson high-speedchannels

Level : 10
Level : 20
Level : 30
Level:40
L e v e l: 5 0

A fundamental constraint of the system is:
channels
of six deviceson high-speed
Maximum

Level: 100

The placement of a low-speed device on a high-speed
channel at an early stage of the configuration would not
strongly affect the performance of a successful configuration. However, it might stop the later placement of a highspeed device and prevent the configuration process from
succeeding. Therefore, it is important that no low-speed
devices be placed on high-speed channels until all highspeed devices have been attached. Since the constraints
above may prevent this until the level is greater than 50,
the following constraint is enforced:
No low-speeddeviceson high-speedchannels

Level:60

It is possible to have Mycon maintain its knowledge base
by insisting that certain inequality relations between constraint levels be enforced. For example:
Level of (No low-speeddevices on high-speedchannels) > level of
(Maximumof five deviceson high-speedchannels).
The constraints can be chosen to avoid having devices
placed on the same channel. For example:
Minimumof (Numberof systemdiscsattachedto channel)AND (Number
Level = 90
of magnetictape drives atiachedto channel) : 0.
(Numberof high-speedmasterdiscs attachedto channel)<: 1.
Level : 30
It is also possible to insist that certain devices not be placed
with those of another type. For example:
Numberof slave discs attachedto channel : 0 OR Numberof master
Level: 100
discs attachedto channel : 0.

Observations
It has been possible to translate all of the required and
suggestedconstraints for device placement into the form
of multilevel constraints easily. The selection of levels for
the suggestedconstraints required some analysis and experimentation. The easy-to-understand form of the constraints facilitates addition, deletion, modification, and
testing by a configuration expert untrained in programming.
The expansion of the prototype to handle placement into
slots and junction panels greatly increased the knowledge
required by Mycon. This was accommodatedby adding
constraints to the device placement phase of the program.
Using these additional constraints made possible a procedural implementation of the slot and junction panel configuration.
The use of constraints also permitted an easytransformation of the program from Lisp to Pascal. Using Lisp as a
development language hastened development of the prototype by providing flexibility in choosing data structures
and an excellent debugging environment. The conversion
into Pascal was done for reasons of portability and maintainability.
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Conclusion
The method of multilevel constraints has proven very
effective for logical configuration of computer systems. It
combinessimplicity and power in knowledge representation and control, The method can be extended to many
problems in which a system is constructed systematically
using knowledge of a domain. It can be used as a supplement or alternative to procedural or forward chaining
methods. The constraints complement these methods by
telling the program what actions not to take.
Constraints seem to be a natural way for experts to express their knowledge of a domain. By tracing the constraintsand the levels it is possibleto monitor very closely
the progressof the configuration and detect gaps or errors
in the knowledge.
The real power of the algorithm has not been fully tested
by the logical configurationproblem.For example,expressing multilevel constraintsin mathematicalform allows the
introduction into expert systemsof the tremendous amount
of software constructed for linear and mathematical programming. In the field of artificial intelligence,there has
been extensive work on constraint satisfaction and propagation;this could be used to extend the presentalgorithm.
In the future, it seemspossiblethat the methodof multilevel
constraints could become a standard tool of knowledge
engineering.
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